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Abstract

With the continuous rise of threat actors and attacks, it is even more imminent to create cyber ranges,
for example as training and exercise environment, that contribute to the modern challenges of a dig-
ital society. New digital environments are needed to tackle information security and cyber security
challenges. In the past 15 years, virtual environments that simulate a diverse set of information tech-
nology (IT) and operational technology (OT) infrastructures, further called cyber ranges, have been
developed. These virtual platforms provide the operations of exercises, training, research and other
activities. The sum of these activities contribute to science and strengthen the practice of organiza-
tions. In this paper, we introduce the design and implementation of the AIT Cyber Range and outline
its building blocks: computing platform, infrastructure provisioning, software provisioning and sce-
nario engine. Furthermore, we describe five use cases: cyber exercises, training as well as security
research and development on industrial control systems and intrusion detection systems. For future
work, we aim to address federation and interoperability with other cyber ranges.
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1 Introduction

Cyber-attacks and incidents have become an integral part of organizations’ businesses. New business
models such as cybercrime as a service have led to an increased number of attacks to organizations.
With this constantly evolving threat and attack environment it has become highly relevant to create rooms
where organizations can increase their preparedness or where simulations can be conducted that lead to
a better understanding of threats and attacks. This development has evoked the emergence of cyber
ranges. Cyber ranges are virtual environments that can simulate a diverse set of information technology
(IT) and operational technology (OT) infrastructures for various purposes. The European Cyber Security
Organisation (ECSO) [1]] defines cyber ranges as “a platform for the development, delivery and use of
interactive simulation environments. [...].” Literature often refers to cyber ranges as virtual environments
using virtualization software but others may include also physical components (see, e.g., [2, 3, 4} [1]]).
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Cyber ranges have been actively used as learning and teaching environments in the past 15 years. For
example, many cyber security exercises and training courses have been developed to increase capabilities,
skills and competences of individuals and strengthen the resilience and preparedness of organizations
against threats and attacks. Often, these cyber exercises are conducted on top of virtual environments.
Cyber ranges support experiential learning by for example hosting training (e.g., [3} 6} [7]]) or cyber exer-
cises (e.g., [8,9]]). An advantage is that cyber ranges provide a safe environment for trainees. Production
systems are normally unaffected by training or exercises. All actions are happening within the cyber
range testbed.

This paper is an extended version of the conference proceeding in [10]. As in the original contribu-
tion, we updated and extended the architecture, implementation and use cases of the AIT Cyber Range.
We describe the four building blocks: computing platform, infrastructure provisioning, software provi-
sioning and scenario engine. We also demonstrate that we focus primarily on Open Source technology,
as it allows for the rapid and modular deployment of infrastructure and software services. Specifically
in this paper, we focus on an extended overview of five use cases. Hence, the contribution of this paper
is an in-depth view on how we utilize the infrastructure to enable exercises, education and research. In
particular, we elaborate five use cases:

» Cyber exercises: Cyber exercises can be designed as discussion-oriented or action-oriented exer-
cises. We will discuss the general methodology that we apply and sketch an example exercise.

* Professional training: The cyber range can be utilized in professional trainings in the area of
information security, awareness, OT security and many others. We describe several examples of
professional trainings that we have conducted with information security experts and beginners.

* Higher education: We describe how cyber security education can benefit from utilizing a cyber
range for teaching and learning digital skills. In this paper, we outline potential application sce-
narios for higher education.

» Simulation and Detection of Attacks in Industrial Control Systems: We demonstrate how a cyber
range can provide a test environment for cyber-physical systems such as in a nuclear facility. We
describe our approach and deployment with examples.

* Evaluation of Intrusion Detection Systems: We outline how the cyber range is utilized for setting
up a model-driven testbed for a log data generation approach. We depict our approach and give an
example.

Each use case outlines the versatility of the cyber range. Overall, the use cases contribute to building
competencies and skills but also to investigate and contribute to new research directions (e.g., simulation
and detection of attacks).

The content of the paper can be of high interest to several target groups:

* Cyber range providers may benefit to learn about the architecture and the deployment of other
cyber ranges. Also they can be interested in setting up a variety of use cases and extend their own
cyber range.

* Organizers of training courses may be introduced to cyber ranges for the first time. This may shift
their view on how lectures and exercises can be designed for local or remote training courses.

* Organizers of cyber exercises may be interested in learning on the variety of cyber exercises and
the complex scenario building. The example can also help people who would like to start hosting
their own cyber exercises.
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* Researchers benefit from learning how such environments can be used to develop and enrich their
own scientific work by using dynamic and realistic environments.

The rest of the paper is structured as follows. Section [2| outlines related work within the context
of cyber ranges and cyber security testbeds. Section [3] describes the requirements and architectural
decisions. Section [ outlines the implementation. Section [5]demonstrates the cyber range using five use
cases. Lastly, Section [/|concludes the paper.

2 Background

This section summarizes related work in the area of cyber ranges and exercises.

2.1 Cyber Ranges

In a survey by [2]], several cyber ranges are reviewed and the term “cyber range” is investigated. Fur-
thermore, the NIST [3]] defines that “cyber ranges are interactive, simulated representations of an or-
ganization’s local network, system, tools, and applications that are connected to a simulated Internet
level environment”. The European Cyber Security Organisation (ECSO) [1] defines cyber ranges as “a
platform for the development, delivery and use of interactive simulation environments. A simulation envi-
ronment is a representation of an organisation’s ICT, OT, mobile and physical systems, applications and
infrastructures, including the simulation of attacks, users and their activities and of any other Internet,
public or third-party services which the simulated environment may depend upon. [...].” Furthermore,
authors in [4] conduct a systematic review of cyber ranges and, for example, the technology used. It pro-
vides an extensive overview of cyber ranges (e.g., utilized technology and tools). Also, another review by
[L1] investigates cyber ranges and testbeds for education, research and training. Design considerations
when hosting such cyber security testbeds have to be taken into account (e.g.,[6, [12]). Several cyber
ranges have published their design and use cases such as [13} (14} [15]].

As the survey in [4] shows, there are a vast number of testbeds or cyber ranges. It is challenging
to compare our development to other cyber ranges without more details. First of all, not every testbed
or cyber range has publicly available information on architecture or implementation. Also identifying
potential testbeds and cyber ranges might be cumbersome. As a starting point to compare architectural
building blocks, the functional architecture of cyber ranges given in [4] could be utilized. For example,
most of the building blocks are also represented in the AIT cyber range. Furthermore, we use a very
similar vocabulary as outlined in the taxonomy suggested by [4] in the AIT Cyber Range specification.
For example, we use the same terminology for “Scenarios”, “Storylines”. However, “Environment” is an
infrastructure in our design specification. These considerations support that functional aspects or designs
could be compared to other cyber ranges. In particular, the details are essential. A comparative analysis,
for example, might need more in-depth exchange between cyber range providers. This publication aims
to share architectural designs and implementation specifications in order to start exactly this conversation
and foster the exchange of results.

Furthermore, several reviews have investigated cyber-physical systems testbeds, in particular for
industrial control systems (ICS) [16} 4} [17]. The reviews show that there are already many designs, con-
cepts and schemes how ICS are embedded or connected to cyber ranges. In the use case in Section[5.4.1]
we utilize ICS components to simulate components of a nuclear plant.

2.2 Cyber Exercises

A variety of cyber exercises has emerged in the past 15 years. Cyber security exercises may aim at
different goals (e.g., to build competences, to assess competences or to just have fun). Cyber security
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exercises can be structured and designed in various ways (cmp. [18]). For example, Capture-The-Flag
exercises (e.g., iCTF [19], DEFCON CTF, NYU-CSAW) are designed so that participants (teams or
individuals) capture a certain flag (e.g., a file or text). CTFs often use specifically designed platforms
[20]. Other examples are cyber security exercises or cyber defense exercises (CDX) (e.g., [21} [8]) that
are often hosted in virtual environments such as cyber ranges. How to investigate the performance of
trainees in cyber ranges has been proposed in [22]. Lastly, table-top exercises are also a common method
to conduct cyber exercises with participants from various domains (cmp. [23,[24]]). They often use cards,
board games or apps to support their game.

3 Design of the Cyber Range

3.1 Initial Motivation and Requirements

The motivation to start and develop our own infrastructure and software provisioning was driven by sev-
eral aspects that we wanted to address and at the time, about 5 years ago, there was no open source
infrastructure or software available. The motivation to develop a cyber range was: (1) to develop individ-
ual threat scenarios that can be hosted and executed in a planned way; (2) to establish industrial control
systems (ICS) on the cyber range; (3) to enable a flexible simulation infrastructure that could be cus-
tomized for different occasions and customers; (4) to enable scalability from small to large scenarios and
infrastructures; and (5) to utilize open source technology and to contribute to this community. Based on
these requirements, we developed an architecture (see Section [3.2) and implementation (see Section M.

3.2 Architecture

In this section, the architecture of the Cyber Range is described. In particular, we outline its components
solely from a conceptual point of view without addressing implementation details which are discussed in
Section @ The architecture consists of four system modules (i.e. building blocks): computing platform,
infrastructure provisioning, software provisioning and scenario engine. These modules in combination
are able to fulfill the above mentioned requirements. Modules all have a distinct purpose and are only
loosely dependent on each other, so as to make changing the underlying technologies or implementation
as easy as possible.

3.2.1 Computing Platform

At the core of every cyber range is the ability to simulate and integrate systems to build complex net-
worked infrastructure setups. The computing platform is the module that facilitates and makes this
possible. This role can be fulfilled by most modern Infrastructure as a Service platforms (e.g., Open-
Stack, AWS) or virtualization stacks (e.g., VMware). Selecting which computing platform to use is very
important as it will directly influence what can be simulated and integrated into the cyber range.

3.2.2 Infrastructure Provisioning

Cyber security testbeds are one of the core features of a cyber range. The infrastructure provisioning
module is the component that is used to create these testbed configurations and orchestrate them on the
computing platform. For this a software solution is needed with which it is possible to efficiently design,
create, store and orchestrate complex infrastructure networks.

Many of the technologies that can be used as computing platforms already have capabilities which
can be used to implement this module integrated in their feature set (e.g., OpenStack Heat Templates), but
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there also exist solutions which provide the required features for multiple different computing platform
technologies (e.g., Pulumi or Terraform). Supporting multiple computing platforms on the infrastructure
provisioning level has the advantage of being more flexible when choosing a computing platform. It can
also make it easier to port a testbed from one platform to another if the target platform is also supported
by the chosen infrastructure provisioning technology.

3.2.3 Software Provisioning

Using the computing platform and infrastructure provisioning modules it is possible to create large com-
plex networked infrastructure. The software provisioning module is used to add actual functionality to
machines in these cyber security testbeds. This means while the computing platform and infrastructure
provisioning is used to model and create the connections and system parameters (e.g., CPU count) for
a testbed, the software provisioning module is used to model the roles the machines have within the
scenario.

For example a small testbed might consist of three machines connected to a router as defined within
the infrastructure provisioning module. Now one of the three machines is designated as an mail server
while the other two are client machines. Using the software provisioning module it must be possible to
define which software must be installed on these machines based on their roles and also which software
versions and configurations to use.

This makes the software provisioning module an essential application deployment and configuration
management tool for use within the cyber range. Therefore, it can be realized with one of the many
already available software solutions for this use case (e.g., Ansible, Puppet).

3.2.4 Scenario Engine

The scenario engine is the module that is used to define the flow of a cyber range scenario. It turns the
static infrastructure created by the other three modules into a living system. This module is mainly used
to extend the functionality of the AIT Cyber Range to support not only static use cases, such as security
testbeds, but also dynamic cyber range activities, such as cyber exercises.

The scenario engine must support two basic features to achieve this. First, it needs to be possible to
define a series of injects (i.e., actions within the context of a scenario, e.g., sending of a message) during
development of a scenario. Second, during the execution of a cyber exercise these injects need to be
automatically executed to establish the dynamic scenario to which cyber exercise participants react.

Depending on the level of sophistication of the scenario engine, it might be possible to employ it
in other cyber range use cases such as security research. A scenario engine that supports the definition
of complex cyber attacks as injects can be used to automate an attack chain. Such automation can, for
example, be useful for security research where repeatability is important for the verification of research
results.

4 Implementation of the Cyber Range
This section gives a brief description of the technological design decisions and implementation of the
AIT Cyber Range. The AIT Cyber Range code repositories can be found at https://github.com/

ait-cs-IaaS/|
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4.1 Computing Platform

As already mentioned in Section[3.2.1] there are many suitable software solutions available that can fulfill
the function of a computing platform. Alternatively, it would also be possible to develop such a platform
specifically for usage in a cyber range, if the resources for this are available. The AIT Cyber Range uses
a self hosted OpenStack cluster as its compute engine. OpenStack was chosen as our computing platform
due to its open source nature and high level of adoption.

The AIT Cyber Range consists of a mostly default OpenStack (https://www.openstack.org/)
configuration run on multiple Ubuntu-based nodes. Within our research group we have multiple teams
that require access to the cyber range for use in various research topics. Testbeds of these teams needed
to be isolated from each other. For this we utilized OpenStacks tenant isolation features. Each team is
setup within their own OpenStack domain that is only able to access and view resources allocated to
them. Within a team it is possible to create multiple testbeds by separating them into projects.

4.2 Infrastructure Provisioning

As mentioned above, OpenStack already has all the features required for the infrastructure provisioning
module. Namely, the OpenStack Heat project makes it possible to define infrastructure using so-called
Heat templates. While OpenStack Heat would provide everything we need, we decided to use the infras-
tructure as code tool Terraform (https://www.terraform.io/) instead, as it supports a wide variety
of computing platforms.

Using Terraform, we are able to define complex infrastructure modules which can be reused across
multiple testbed configurations. Due to its infrastructure as code nature it can also version and store our
testbed infrastructure definitions using common code versioning systems (e.g., GIT). This modularized
infrastructure approach allows us to quickly develop complex testbeds only using a few hundred lines
of Terraform code. Listing [I] shows an excerpt of an example configuration that creates two networks.
Module “internet” creates a network with parameters and module “/ocnet” creates a local network with
a router and connects to the internet.

Listing 1: Example Terraform Network Configuration

module "internet" {
source = "redacted/terraform-modules/openstack-inet.git?ref=v1.1"
cidr "240.128.0.0/10"
router_name var.router_name
dns_image var.image

external_dns = ["IP_redacted"]
}
module "locnet" {
source = "redacted/terraform-modules/openstack-vmnets?ref=v1.5.2"
host_name = "fy-${var.locnet_namel}"
host_image = var.loc_fwimage
host_flavor = var.loc_fwflavor
host_size = var.loc_fwsize
host_use_volume = var.loc_fw_use_volume
host_tag = "firewalls"
sshkey = var.sshkey
extnet = var.extnet
ext_subnet = var.ext_subnet
networks = {
locnet = {
network = var.locnet_name

subnet "subnet-${var.locnet_namel}"
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cidr = var.loc_cidr
dns = var.loc_dns
host_address_index = var.loc_gw
host_as_dns = false
routes = [
{
cidr = var.sec_cidr
w = cidrhost(var.loc_cidr, var.fw_sec_loc_gw)
}

In Terraform actual infrastructure instances and its code representations are synchronized using the
Terraform State. This state can be either stored as a local file or on a remote storage server. The AIT
Cyber Range uses a HashiCorp Consul server for remote state storage. States for the various testbeds
and their modules are stored in key prefixes relative to the OpenStack domain and project the testbed is
instantiated in. This state storage scheme allows us to reuse testbeds across teams and projects without
the need to duplicate infrastructure code.

Infrastructure components are assigned labels based on their role within the scenario as part of the
testbed configuration. This labeling is achieved by configuring OpenStack compute node metadata as
part of the Terraform configuration. The labeling can then be used by the software provisioning module
to map machine instances to their roles and apply software configuration accordingly.

4.3 Software Provisioning

The AIT Cyber Range software provisioning module is implemented using the configuration manage-
ment tool Ansible (https://www.ansible.com/)). Ansible provides us with the ability to define soft-
ware deployment and configuration as templatable code. Similar to Terraform, it also allows us to mod-
ularize our Ansible code using Ansible Roles.

Using Ansible Roles we can define software configurations (e.g., for a Postfix server) which can be
reused for multiple machines and testbeds. Many members of the Ansible community also provide their
Ansible Roles under open source licenses, making it possible for us to integrate their roles as part of
cyber range testbeds. Tasks such as the configuration of multiple users on a system can be achieved in a
few lines of Ansible code. Listing[2]shows an example Ansible Playbook used to configure a web server.

Listing 2: Example Ansible Configuration of a Web Server

name: Setup and configure the organisation webservers

hosts: webservers

become: true

roles:

- role: wordpress
vars:
wp_options: "{{ wp_options_all, | combine (wp_options_group, | default ({}))y,|uL

combine (wp_options_hosty|ydefault ({})) }}"

[...]

As mentioned above in the AIT Cyber Range all machines are assigned their roles through meta-
data labels as part of the Terraform infrastructure configuration. The labels and connection information
needed for applying Ansible configuration to the deployed infrastructure is read using the Ansible Open-
Stack inventory provider. For the software provisioning process we use a special management host which
has been configured to be connected to all network zones that are contained within a testbed while also
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being assigned a public IP from the OpenStack domain’s public network. This allows our cyber range to
connect to testbed machines without impacting the simulated network and its various zones.

The usage of labels, the OpenStack inventory provider, and the management host allows us to de-
couple the software provisioning from the actual infrastructure configuration to some degree. Since all
the relevant information can be read at runtime, there is no need to know the actual network structure
or IP addresses of specific machines in the context of the software provisioning configuration. This al-
lows us to create complex configurations which can be applied to multiple differently structured testbed
infrastructures, as long as the contained roles can be mapped to a machine by use of the labeling system.

4.4 Scenario Engine

In the AIT Cyber Range the scenario engine is currently redesigned and developed in two components:
the Scenario Builder and the Scenario Runner. The Scenario Builder is a web-based application that
supports the specification of scenarios (see Figure [1) define the injects of a script (see Figure [2)) and
manage the list of scenarios (see Figure[3).

C:* scenarioBuilder New Scenario

New Scenario

Figure 1: Scenario Builder: Creation of a Scenario (Mockup)

The Scenario Runner, shown in Figure [} is a web-based application used to control the scenario
flow as well as to execute injects within the context of a cyber range testbed. The Scenario Runner is
deployed as part of the above mentioned management host during the software provisioning process. It
has network access to all systems within a testbed.

The previous version as outlined in [[10] was limited in its capabilities and was mostly used to direct
non-technical flow of cyber exercises, e.g., participant instructions or predefined non-technical events,
such as email communication from a Computer Security Incident Response Team (CSIRT). The new
Scenario Engine will allow for more complex technical injects, e.g., running fully automated attack
chains against a testbed infrastructure.

5 Use Cases

This section summarizes the main use cases of the cyber range.
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C:# scenarioBuilder Scenario Alpha

Figure 2: Scenario Builder: Example Scenario Alpha (Mockup)

C:» scenarioBuilder Welcome to Cyber Range's
Scenario Builder.

Choose a scenario

Figure 3: Scenario Builder: Overview of Scenarios (Mockup)

5.1 Cyber Exercises

Cyber security exercises can be utilized to test, train and validate the organizational and technical com-
petencies of organizations and individuals. Cyber security exercises can be structured and designed in
various ways (cmp. [18]]). In the AIT Cyber Range, several exercises have been conducted that are
summarized in the following:

* The intra-organizational cyber security exercise emphasizes on validating strengths and capabili-
ties of a single organization. The goal is to increase the organizations incident response manage-
ment. The exercise consists of up to 20 participants that work in different departments of the same

organization (e.g., IT, Legal, General Data Protection Regulation (GDPR), Human Resources, IT
Security).
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CD scenarioRunner Scenario Alpha

Current State

Paused

nario. The start time, arder and the

Figure 4: Scenario Runner: Execution of the Example Scenario (Mockup)

* The aim of a national, cross-sector cyber security exercise is to raise awareness and increase the
capabilities of several stakeholders (e.g., operators of essential services (OES), public authorities,
large organizations, Small and Medium Enterprises (SMEs)). The exercise is designed to establish
and maintain technical skills and competences, enable cyber security awareness and information
sharing (cmp. [23]).

» The international, cross-organizational, cross-sector cyber security exercise focuses on the global
challenge of incident response, incident management and information sharing across countries and
sectors. This exercise consists of various teams (e.g., SMEs, CSIRTs, OES or public authorities).
Together, the teams work on mitigating and minimizing threats and attacks.

With the flexibility of the architecture, the cyber range provides the infrastructure, participant access,
technical scenario and injects to host these exercises.

5.1.1 Example: Intra-organizational Cyber Exercise

A typical intra-organizational cyber security exercise in the cyber range is described as an example in
the following. Please note that this is only a brief summary. Exercise script and detailed injects were not
included but are summarized in the following paragraph.

Technical Scenario In this example, we develop a technical scenario that consists of several story
lines. In each story line, we focus on one specific incident or attack. The story lines are:

1. Ransomware attack: The ransomware attack story line is our mostly valued and requested story.
It is about a ransomware attack that starts with emails to several employees with a malicious
attachment. While several employees recognize the motivation, a few employees do not and install
malware on their computers. This allows the attacker to gain access to the network and then
continues to investigate potential targets, harvests information, accounts and passwords and tries
to access other networks. This story is continued until the attacker has gained access to a highly
secured network and can access highly sensitive and business-relevant data.
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2. Data leak: This story focuses on an incident that leads to the (unintentional) disclosure of personal
data which needs to be reported according to the EU General Rule of Data Protection (GDPR).

3. Spear phishing: Several employees receive sophisticated emails in an organization that requests
information on current accounts or other confidential business-relevant information (e.g., top cus-
tomers, etc.). Unfortunately, a few employees do not see that this request is from an external entity
and reply with confidential documents attached.

Participant Setup In the example exercise, we expect several participant roles. The white team (ex-
ercise control) hosts the exercise and monitors its progress. It starts, pauses and stops the exercise when
needed and is supported by the green team, i.e., the team that sets up and monitors the infrastructure
during the exercise. The blue team consists of the participants of the exercise. Often, the participants in
this example exercise represent security operations center (SOC) teams or CSIRTs.

Scenario Infrastructure While the underlying cloud infrastructure has been described in Section
this section refers to the infrastructure that the blue team uses. For example, in OpenStack this is a
project that is set up. Figure [5]displays the example scenario infrastructure. The scenario infrastructure
consists of two networks (IT network and security zone). In the IT network, several employee laptop-
s/computers are connected as well as other server infrastructure (e.g., shares, email) and services (e.g.,
processing, backup) are running. The security zone is a network with higher standards regarding the
availability, confidentiality and integrity. In the network, we have several running instances of servers
that host confidential data (e.g., personal data, business relevant data). While Figure [5] only indicates a
few interconnections between some servers, there are others that are not visible in this diagram.

Internet

Legend

@) Manager

[J Accounting

(J Managingboard

(J System administrator
@] Regular employee
¥ Compromised asset

Firewall

S !

Email Webserver  Intranet Share M Share A Processing Security Quality

Share Service
S

@ @ Backup Update Secret

Server Server Data

IT network I Security zone

Firewall

Figure 5: Scenario Infrastructure Example

Figure[S]also highlights the attack path in the ransomware story line using the flash symbol. Employ-
ees receive emails with malicious attachments and unfortunately several install malware on their com-
puters. In the following, the attackers gain access to the network and start investigating other servers.
They acquire user access to different machines and utilize a common vulnerability exposure (CVE) to
gain access to the secure network zone.
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5.2

Professional Training

The cyber range can be set up to host regular training courses for educational purposes (e.g., profession-
als). For example, the infrastructure in the cyber range can be set up to reflect the production systems of
SME:s or large organizations in various sectors (e.g., IT, energy, manufacturing, finance, healthcare). Of-
ten, training content is a combination of a theoretical elaboration and a practical exercise (e.g., hands-on
practice). In our experience, this is a very efficient way to adopt new methods or practices. So far, the
cyber range has provided a training platform in the following training courses:

In the Information security course, injects that are used in the cyber security exercises are utilized
for e.g., incident response, network security, malware analysis or forensics. These hands-on train-
ing courses target specifically professionals, researchers or others who are interested in information
security training (cmp. [6]) and improve their dexterity.

The Computer security in industrial control systems training course provides an overview of
industry-specific protocols and technologies. Furthermore, it addresses important aspects of ICS
security such as network security, access control or physical security.

The cyber range has hosted customized Industrial training courses to increase skills and compe-
tences of employees in Industry 4.0. These training courses contribute to the skill development of
the workforce. The training was developed as an additional way to support the digital transforma-
tion of work places.

The Strategic cyber security awareness course focuses on a discussion-oriented setting of cyber
incidents and attacks on an organization. While most of the course is originally not action-oriented
as it focuses on the participants, their perspectives and a shared strategy, the demonstrations and
contents are prepared in the cyber range. Figure [6] shows an example question on investments that
is directed to participants. Figure [/|outlines a question that addresses decision making as Chief
Information Security Officer (CISO). The utilization of questions aims at stipulating discussions
and active decision-making. So far, we have been utilizing Mentimetelﬂ but are currently working
on a new software for strategic cyber security exercises.

How would you allocate the
investments?

0% | Troinngand saucation of I team (g, certiications)
0% | 17securty awareness campaigns

0% | sottware to extend network securty, appiication security (89, 0s, frewals, threat Intetigence)
0% | Extemnal consuiting and aucit of IT secuity measures

0% | ©yper secunty exercises and testing of contingency plans

0% | stort certitcation of organization based on 150 27000

0% | Hiring personnai for IT department and T security

0% | Outsourcing specitic cyber

Figure 6: Example Strategic Cyber Security Awareness Training (1)

"http://www.mentimeter . com
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As the CISO of Wasnela Energy Ltd, how
would you assess the current situation?

@ Information (no further activity
needed)

® Notice (normal but significant
conditions;

® warning (warning conditions)
@ Error (error con ditions)
critical (critical conditions)

@ Alert (action must be taken
immediately

@ Emergency (system is unusable)

Figure 7: Example Strategic Cyber Security Awareness Training (2)

5.3 Higher Education

Cyber security is an increasingly important domain in university education. There is clearly a broad
demand in educational programs for a competence and capacity building, but cyber security requires a
holistic and multidisciplinary perspective. As such, it presents a challenge for institutions and educa-
tors to create an effective offering and an appropriate experience for learners. The AIT Cyber Range
can address this gap in teaching. For this purpose, it can be used as a training and learning tool to
meet different requirements and needs of both target groups. To achieve this, the Collaborative Cyber-
security Awareness Learning (COLTRANE, https://coltrane.ait.ac.at/) project is developing a
methodology that will combine new and existing approaches and methods from teaching and learning
research with the potential teaching strategies offered by the Cyber Range. This enables the teachers to
provide a real-life and practice-oriented education in the field of cyber security by applying problem-
based, multi-perspective and communication-oriented lessons. This leads to the acquisition of cross-
disciplinary competences and skills by the students. In particular, the Cyber Range enables students to
develop collaborative and self-reflective approaches and to enhance their understanding and awareness
of cyber security through problem-based and independent learning of the content. With the integration of
a cyber range and harmonization of education and training, different needs and goals of the target groups
(students and teachers) can be achieved. This means that students are better prepared for today’s and
tomorrow’s challenges in cyber security and can compete on the national and international professional
market. Through the use of the teaching method and the Cyber Range, teachers can provide and deliver
teaching content tailored to the target group, focused on the level of knowledge and specific to the topic.
These dynamics will minimise the workload and the preparation of the teachers, by providing a scenario
in an abstract manner, it is possible to combine different teaching concepts (theoretical exercises, col-
laborative hands-on examples, interactive learning content) and to facilitate the elaboration of possible
solutions. This allows a uniform integration of educational methods and tools for teaching cyber security
in order to create a common standard to enable comparability and cooperation between different groups
of people and thus ensure security in the digital space.

Figure [§] illustrates a potential approach to cyber security education, which can be used as a basis
for a course in cyber security. A higher education module in the field of cyber security is shaped by the
objectives that need to be achieved, but also by the methodology of the lecturer. This methodology can
involve a conceptual approach or a combined approach depending on the type of lesson and the context
of cyber security that it is intended to address. It is important for the understanding and awareness
building phase that the examples shown are related to or applied in the real world. This approach enables
students to define realistic scenarios themselves and evaluate and test those scenarios in an infrastructure.
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Figure 8: Cyber Security Education Example

As a result, the students not only learn the specified objectives in a practical way, but also transfer
competences beyond their area of expertise, soft skills which are increasingly being demanded in the
working environment, and strengthen their skill set.

5.4 Security Research and Development

For research and development, the cyber range (1) is used as testbed to develop and test new approaches
and methods (e.g., defense methods) and (2) is the basis for specific cyber range research (e.g., federation,
scenario generation, measurement). In the following, two research areas are summarized.

5.4.1 Simulation and Detection of Attacks in Industrial Control Systems

A major challenge is evaluating cybersecurity solutions for industrial control systems (ICSs) that support
critical infrastructures. It is not possible to perform tests on production environments, because of their
high availability requirements. Consequently, it is desirable to perform research into cybersecurity so-
lutions using cyber ranges that include representative ICS equipment and the processes they control. In
many cases, it is important to simulate a process under control to determine the potential consequences
of a cyber-attack whose purpose is the sabotage of that process. (The canonical example of this form of
sabotage is the Stuxnet virus, which resulted in damage to centrifuges at an Iranian nuclear facility [26]).)

In the context of an IAEA-funded research project, we have used the AIT Cyber Range to support
research into computer security incident response and analysis at nuclear facilities. In the project, we
have investigated approaches to detecting cyber-attacks on edge devices, such as Programmable Logic
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Controllers (PLCs) [27], and approaches to root cause analysis that could facilitate computer security
incident response [28]]. To perform this research, it was necessary to develop threat scenarios — largely
targeted at sabotaging the operation of a nuclear facility — that can be executed on a testbed that is
representative of a nuclear facility. We used the AIT Cyber Range to realize this testbed.

The testbed consists of three main parts: (i) a virtualized environment that consists of representative
IT and Supervisory Control and Data Acquisition (SCADA) systems, which are arranged into a defensive
computer security architecture; (ii) a collection of ICS equipment, including several PLCs and Human
Machine Interfaces (HMIs) that control and visualize simulated processes, respectively; and (iii) a MAT-
LAB/Simulink simulation model of a Pressurized Water Reactor (PWR), which was developed in the
project, called Asherah [29]. The PLCs in our testbed control the pressure level in the pressurizer vessel
of the simulated Asherah PWR.

The virtualized nuclear facility environment consists of several security zones that are used to sup-
port functions that have different levels of criticality, e.g., from enterprise systems through to those that
are being used to engineer and control key processes, such as reactor cooling. (More specialized SCADA
systems that have been implemented include engineering workstations that are used to program devices,
such as PLCs, data historians, and systems that implement a main control room HMI, for example.) The
implementation of zones is realized using virtualized security controls, such as firewalls. The config-
uration of these zones and the systems within them are described using Ansible scripts that have been
defined by partners in the project. The use of Ansible has enabled partners — and Member States that
wish to leverage the results of the project — to easily share configurations that can be instantiated on their
testbeds. This significantly reduces the effort that is required for partners to implement their testbeds
and has supported the realization of a common environment in the project, which enables the sharing of
useful artefacts, such as datasets and tools, between partners.

5.4.2 Evaluation of Intrusion Detection Systems

Intrusion detection systems (IDS) are tools that analyze computer system or network behavior and report
suspicious activities. They contribute to system security by recognizing patterns that are known to relate
to adversaries [30] within large amounts of complex data or disclose deviations from normal behavior
without human intervention. The ability to measure and compare the performance of IDS objectively in a
safe and secure manner is essential for improving their algorithms and providing new research directions
[31]. However, most IDS are designed, or at least specifically configured, for application in particular
environments and focus on the detection of pre-determined attack techniques. Accordingly, objective
IDS benchmarking for selection and deployment in real world applications is not trivial [32]. For this
reason, research groups have developed testbeds that resemble real networks and allow IDS deployment
as well as attack execution in controlled environments [33]].

Testbeds are essential to validate, evaluate, and compare the capabilities of IDSs. They offer analysts
the opportunity to challenge IDS with a wide variety of attack scenarios, which is the basis for unbiased
investigations. Otherwise, it is not possible to reliably assess whether the IDS under test performs with
similar efficiency and effectiveness when deployed in productive operation. Setting up testbeds for par-
ticular use-cases is usually time-consuming. The main problem is that analysts are stuck with inflexible
testbeds that are set up once by domain experts that could not predict the requirements that emerged after
setup.

Another problem is that most existing testbeds are relatively static, because their configuration relies
on manual input and domain knowledge. This prohibits fast instantiation of different testbeds with
variable configurations. The AIT Cyber Range applies a model-driven approach and offers the possibility
to obtain multiple testbeds with variations, which is highly beneficial for IDS evaluation. More available
data representing different technical environments enable the generation of separate training, validation,
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Figure 9: Technical implementation of the model-driven testbed and log data generation approach. Sim-
ple arrows indicate imports and filled arrows indicate generation of resources such as scripts, configura-
tion files, or machines.

and test data sets, improve robustness of evaluation results, and support validation of approaches in
different application environments.

In particular, we seek for commonly available infrastructures that are frequently subject to attacks,
such as servers that are accessible over a network. We also look for frequently installed packages and
examine the settings of the logging services. Given a real infrastructure, it is also possible to monitor the
exhibited behavior and derive relevant characteristics of normal system usage, such as usage distributions
over a period of time [33]. Finally, attacks are either observed on the real infrastructure or exist in
documented form in online threat databased?]

Our model-driven approach [34]], as outlined in Figure[9] defines testbed-independent models (TIM).
Regarding the infrastructure, this implies declarations of the setup routines (#1) for all involved compo-
nents and services without specifying any concrete parameters. For example, we define how a component
is connected to the network, but do not allocate IP addresses, assign names, or specify the number of
users, but only the type and range of these parameters. Similarly, we design a model of the system be-
havior (#2) as a state machine without fixed transition probabilities between its states, and a model for
the attack scenario (#3) that consists of the basic steps that are necessary for carrying out the attack. All
TIMs function as templates, i.e., they are scripts that represent specific routines, but are configurable
through consciously placed parameters throughout the code.

Our transformation engine that generates testbed-specific models (TSM), processes the templates
and inserts all parameters to produce executable code. The parameters are thereby selected randomly
based on their type specified in the TIM. For example, the number of simulated users is selected from
a predefined range, their names and passwords are picked from predefined lists, and IP addresses are
automatically assigned from a pool. Since transformation of TIMs to TSMs is fully automatic, it is
possible to generate arbitrary amounts of TSMs at the same time, where each TSM exhibits variations
depending on the settings for random selection.

As discussed earlier, we use the infrastructure-as-a-service tool Terraform to instantiate the testbed
infrastructures as virtual machines on an Openstack cloud platform using our predefined setup scripts.
Configurations at this point involve the total number of machines, operating systems, and computational
resources, e.g., memory. Building the machines with Terraform yields a so-called state file (#4) that con-

2For example, https://www.metasploit.com/
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tains deployment information, such as IP addresses. The testbed script generator (#5) implemented in
Python that acts as the transformation engine of our model-driven proof-of-concept implementation im-
ports the state file together with a configuration file (#6), system behavior and attack TIMs, and thesauri
(#7), i.e., word lists arranged by topics such as usernames, passwords, and host names. The configuration
contains lower and upper limits for parameters that are randomly chosen when generating TSMs, i.e.,
files and executable scripts. Moreover, the transformation function generates a playbook (#8) that speci-
fies the services to be installed, which are referred to as roles. Examples for such roles are PHP, Apache
for web server setup, MariaDB for database setup, suricata IDS (https://suricata.io/), or Internet
browsers. Each role requires a setup script that states (#9) a list of tasks to be carried out. Thereby, it
is possible to use variables in the playbook to specify random modifications of the setup process, e.g.,
install different versions, or replace them with alternative roles altogether. We then use the application-
deployment tool Ansible to distribute all generated files, set up services, and start the execution of user
and attack scripts.

Notice, for the user behavior, we specify a number of profiles with ranges for transition frequencies
that the transformation engine translates into probabilities. Regarding the attack scenario, optional pa-
rameters of individual steps as well as their order and delays are randomly selected. Note that modeling
may be based either on attacks or vulnerabilities, i.e., an attack model scenario may focus on a single
malicious action or involve several vulnerability exploits and diverse attack vectors.

The right side of Fig. [0 shows that once the simulation is complete, another script (#10) collects all
log files from the virtual machines and stores them on disk. We then automatically label the logs using
attack execution information extracted together with the other logs as well as a predefined dictionary of
expected log lines (#11) for each attack step. We store the lists of generated labels in separate files (#12).

While with the generated raw log data a wide range of intrusion detection systems are challenged,
their detection results, i.e., whether they classify a log line as malicious or not, can be compared to the
ground truth given through the log data labels. This way, the detection performance of different IDS,
algorithms and configurations can be objectively rated thanks to our testbed running on top of the AIT
cyber range.

6 Discussion

6.1 Main Results

In Sections [3| and 4{ we show the AIT Cyber Range platform design and implementation. The platform
consists of four loosely coupled components (Computing Platform, Infrastructure Provisioning, Soft-
ware Provisioning and Scenario Engine). The AIT Cyber Range implements these components using
OpenStack, terraform, Ansible and our in-house developed Scenario Engine. The loosely coupled de-
sign makes it possible to replace any of the chosen technologies (e.g., using AWS instead of OpenStack
as compute platform) to better fit an organization wishing to operate a cyber range. The strong focus
on infrastructure and software provisioning as a code also makes created cyber range testbeds easy to
reproduce and instantiate. Thus making it possible and encouraging other people to re-use or built on top
of previously defined cyber range testbeds.

In addition, we outline use cases for the infrastructure in Section [5} Cyber exercises, professional
training, higher education as well as security research and development. As the use cases show, different
domains and applications have certain requirements and our infrastructure can be used as a foundation
and structure but needs to be prepared and specified in order to be able to accommodate various use cases
(e.g., cyber exercises, intrusion detection systems or industrial control systems).
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6.2 Lessons Learned

Computer networks simulated in cyber ranges can become very complex; utilizing multiple network
zones and many different software configurations. Provisioning such systems manually can often times
require multiple days of work. By using terraform and Ansible to automate this process, it is possible
to significantly reduce the required provisioning time. Also the amount of labor required during the
provisioning is significantly lower as cyber range operators only have to start and verify the provisioning
process. For example, we recently conducted a large scale cyber security exercise with a testbed setup
containing 165 hosts across 40 network zones. Provisioning of this setup took around one work day
of run-time, but it only required around 3-4 hours work time to start, monitor and verify the process.
Furthermore the nature of some cyber range use cases (e.g., IDS or professional training) requires a fresh
system state, i.e., the simulated environment should not contain any artifacts of previous utilization. Such
a clean state can in some cases only be efficiently achieved by completely destroying and re-provisioning
the cyber range testbed. Thus it is vital for a cyber range to support automation of the infrastructure and
software provisioning.

While automation can significantly cut down the time required to provision a cyber range testbed
environment, it also adds complexity to the initial development process. As mentioned above the AIT
Cyber Range utilizes Ansible for software configuration and provisioning. Ansible works by creating
so called playbooks, a set of configuration tasks defined using a YAML (https://yaml.org/) and
Jinja2 (https://jinja.palletsprojects.com/en/latest/) syntax. Each task describes a certain
configuration action (e.g., changing a value a configuration file). These actions are achieved through
Ansible modules which often times simply abstract commonly used CLI tools to provide the desired
functionality. While most software can be easily automatically provisioned using such an approach
some software (e.g., software only providing GUI based setup) requires a bit more initial effort. This
extra effort though is quickly offset if a cyber range testbed is setup more than once.

Developing complex cyber range environments and scenarios is a process usually requiring the col-
laboration of multiple experts. For the AIT Cyber Range this means that the infrastructure and software
provisioning configuration must be structured in a way so that it supports this distributed development
effort. For this, we have learned to adopt and heavily utilize a modularized approach to our provision-
ing configuration. This means that we always try to use and create reusable configuration blocks (i.e.,
Ansbible Roles and terraform modules) when appropriate and then build complex testbed definitions
from these base modules. While we keep configuration files for a testbed in a single code repository, we
also structure these repositories in a modular way. For example, network layout and host definitions are
created as separate terraform modules. In case of especially complex designs, we further split the host
configuration module into multiple sub modules reflecting the various network zones. On the software
configuration side, we opted for a feature based approach, e.g., DNS and webserver configuration each
have their own Ansible playbook. Also variable configuration follows the same approach, i.e., following
the Ansible paradigm of host and group variables (vars), we create separate host and group var files for
each feature. Our experience has shown that using this modular approach, it is not only possible for mul-
tiple people to efficiently work on the same testbed definition, but it also makes it easy to re-use certain
aspects of old testbed definitions in new scenario and environment designs.

As already mentioned above the AIT Cyber Range is hosted as an on-premise OpenStack cluster.
Staying on-premise has many advantages, such as, the ability to be a 100% sure where and how once
data is stored or processed. This can be vital for some customers or research projects as security and
privacy policies might disallow usage of certain cloud providers. Also, hosting the platform on-premise
gives one the ability to test new compute platform features (e.g., new OpenStack releases or extension
projects) easily. This is something which would not be as easily possible in externally hosted platforms as
we would have no control over the underlying compute platform configuration. That being said using an
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externally hosted platform also has its own advantages. For example, an on-premise platforms resources
will always be more limited than externally hosted platforms which allow on demand scaling. Also
operating an on-premise platform comes with additional costs (e.g., maintenance, power consumption)
which can be avoided by using an on-demand externally hosted service. Generally speaking both options
are equally valid and supported by the AIT Cyber Range technology stack. Which option is best highly
depends on the use case and team operating the cyber range platform.

6.3 Future Work

Cyber Exercises As mentioned in Section we are currently building a new scenario engine that
allows to inject different artifacts into the simulation (e.g., cyber-attacks but also emails). This will allow
the multifaceted injection of events into cyber exercises and allows the AIT Cyber Range to host cy-
ber exercises from discussion-oriented to action-oriented exercises as well as to support different cyber
exercise types such as red team/blue team or king of the hill exercises. Furthermore, we continuously
develop injects and content of cyber exercises to build and provide an improved experience for all par-
ticipants. This includes also integrating new technologies (e.g., [35]), new attacks and new systems and
infrastructures. The challenge is here to further develop the technologies and new artifacts that they can
be reusable in new scenarios or infrastructures. In addition, we will focus also on scientific efforts to
assess and develop complementary aspects of cyber exercises such as gender and diversity management
or skills and competencies to investigate and identify how to design, develop and delivery cyber exercises
to a broad audience.

Industrial Control Systems For cybersecurity exercises and research, it is often desirable to under-
stand the operational consequences of an attack on a target critical infrastructure. For example, for
electrical energy systems, it can be useful to determine whether an attack could result in power system
issues, such as a blackout or instabilities. For a cyber range, this can be supported by coupling real in-
dustrial control systems equipment with a simulated process, as has been done with the Asherah Nuclear
Simulator (see Section[5.4.T)). However, critical infrastructures are becoming increasingly interconnected
and coupled — this can be seen, for example, with Smart Grids and Smart Cities, wherein ICT systems are
used to support the operation of electricity, gas, and transportation networks. In this setting, new chal-
lenges arise when attempting to understand and simulate the operational consequences of cyber-attacks,
e.g. to determine whether there are cascading effects that propagate between coupled systems. Chal-
lenges include addressing timing constraints between simulations of different domains (e.g. electrical
energy and gas for coupled energy systems) and the heterogeneity of simulation interfaces. Future work
will investigate approaches to so-called multi-domain simulation for cyber range applications, such as
those discussed in this paper. The intention is to build on existing research that has been undertaken on
co-simulation, which has largely focused on process optimization tasks [36].

Intrusion Detection Systems Our testbed for generating log data that is useful for evaluating intrusion
detection systems, is an evolving project. New use-cases may require to shift the focus of the overall
network layout in different directions, e.g., by adding new components or services. Alternatively, to
adequately evaluate new detection techniques, we may adjust or extend the attack chain to include actions
that generate particular types of traces in log data. Moreover, all installed software will eventually be
outdated and needs to be replaced by alternatives that are commonly used at that point in time in order
to ensure that our testbed is representative for real-word situations. For future work, we therefore plan
to extend the testbed by adding new modules that may be used as part of the simulations. In addition,
we plan to increase the authenticity of the user simulation by deriving relevant parameters, such as the
distribution of click delays, idle times, and page visit frequencies, and add them as ranges to our TIMs.
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Moreover, our goal is to publish all code, which includes scripts for deployment of all machines as well
as simulation scripts for users and attackers, as open-source software so that anyone in the research
community may reproduce our results and add their own extensions to the testbed.

Conceptually, we also plan to improve the labeling strategy due to the fact that our dictionary-based
technique for identifying logs related to different attack steps is difficult to maintain and prone to errors.
Our idea is to introduce a querying language that allows analysts to define rules that match specific
logs with high accuracy and thus avoid false classifications. Thereby, these queries should make use of
facts extracted directly from the testbed, e.g., IP addresses or user names. This enables the design of
labeling rules in an abstract way as part of the TIMs and thus allows to carry out labeling without human
intervention on all testbeds that may be generated from the TIMs.

7 Conclusion

This paper introduced the AIT Cyber Range, specifically its design and deployment. The main principles
of the architecture are to achieve flexibility, scalability and support five use cases. In particular, it con-
sists of the building blocks computing platform, infrastructure provisioning, software provisioning and
scenario engine. With the cyber range, many exercises and training courses have been successfully held.
More than 350 participants have joined or competed in one of our exercises or training courses. Fur-
thermore, we have outlined two use cases from security research and development to demonstrate how a
cyber range can contribute to the scientific community. With this paper, the authors aim to contribute to
the overall understanding and information sharing on cyber ranges.
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