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• Open-source intelligence (OSINT) is the collection and analysis of data gathered from open 

sources to produce actionable intelligence.

• Technical Cyber Threat Intelligence (CTI) to configure detection systems:

• Indicators to put into SIEMs

• Domains to block in name-servers or proxies

• Execution patterns to block in EDRs

• But also “soft” CTI:

• News about threat actors

• New (features of) security products

• News about breaches, incidents, campaigns

• News about vulnerabilities, patches, mitigations, counter-measures, exploitation, post-exploitation, …

• Policy news: political/diplomatic initiatives, new EU policy documents, GDPR-related lawsuits

• Updates on security standards (ISO, BSI, ANSI, CIS, OWASP, …)

• Mergers, acquisitions, failures, … or other company news

WHAT IS CYBER SECURITY OSINT?

203/10/2025



3

• Gather public information on potential security threats, vulnerabilities, trends, attacker TTPs, new 

risks etc. to maintain situational awareness and take early counter actions.

• Input for products

• Advisories

• Summaries (daily, weekly)

• Situational reports, white papers, fact-sheets

• Awareness / Preparedness

• Consulting / Answering calls for help

• Media inquiries

• “Boss/CEO/Politician asking questions”

• Trigger for proactive activities

• Challenge: Number of OSINT sources is high and the number of news items massive

• Grasp quickly what’s relevant and omit the rest

• Filter repetitive content

• The workflow is actually pretty similar to a journalists work

WHAT IS OSINT GOOD FOR?
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• Based on taranis3* and taranis-ng**

• Great tools to ingest raw unstructured data from various sources

• Use human knowledge to identify relevant information

• Preserves the “taranis workflow” many CERTs are used to

• Gather -> Assess -> Analyze -> Publish

• Introduces natural language processing (NLP) capabilities

• Extraction of relevant named entities

• Clustering of related news items

• Summaries of “story clusters”

• Recommendations of news items

• Support for creating OSINT products (“reports”)

TARANIS AI
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* h ttps://github.com/NCSC-NL/taranis3

** https://g ithub.com/SK-CERT/Taranis-NG

https://taranis.ai/


• Combine automation with analyst oversight to produce publish-ready intelligence 

products.

• “human in the loop”

• AI and automation for scaling 

• Simultaneous news item ingestion from hundreds of feeds

• Deduplication of news items

• Story clustering across heterogeneous feeds

• Human for maintaining trust 

• Relevance: How relevant is the data to your needs?

• Reliability: Is the source trustworthy?

• Timeliness: Is the information up-to-date?

• Impact: What is the potential impact of the information?

HUMAN-IN-THE-LOOP APPROACH
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Source: https:/ /bair.berkeley.edu/blog/2022/05/03/human-in-the-loop/



APPLYING THE POWER OF NLP/AI ON OSINT
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User Story 1: What are the ‘hot topics’ of the last hours/days?

User Story 2: What do we know about a specific entity? (e.g., a vulnerability, malware, 
company, product, person, location etc.)

User Story 3: How can I find more related news items after reading this interesting 
article?

User Story 4: Which news items are pertinent to my organization/infrastructure?

User Story 5: How can I efficiently sum up my findings for my constituency/manager?



TARANIS AI – IN ACTION
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Sharing 

Options

TARANIS AI – IN ACTION
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ARCHITECTURE
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• Event-driven processing with RabbitMQ & 

Celery

• Modular & extensible design for OSINT 

workflows

• Collectors fetch OSINT data

• Bots analyze & enrich (NLP, tagging, IOC)

• Presenters, Publishers & Connectors

distribute results



• Modular architecture allows adding new bots.

• Multiple models supported for each bot

• Context Length

• Hardware requirements

• Language support

• Open models

• https://huggingface.co/llinauer/gliner_de_en_news

FROM ARCHITECTURE TO MODELS
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https://huggingface.co/llinauer/gliner_de_en_news
https://huggingface.co/llinauer/gliner_de_en_news


• Named Entity Recognition (NER)

• Summarization of lengthy news items/stories

• Classification (topic, relevance, sentiment)

• Story clustering (finding related articles)

• .

BOTS IN TARANIS AI
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Natural

Language

Processing



What is NLP?

• Automatic processing of natural language

Why is NLP hard?

• Unstructured data

• Ambiguity & context dependence

• Multilingual challenges

• Cybersecurity domain specifics

Concrete Example → NER

• Extracting people, orgs, places from text
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NATURAL LANGUAGE PROCESSING (NLP)

Summary

Sentiment

Entities



"Alice Johnson, CEO of TechCorp, met with officials in Berlin to discuss digital policy 

reforms proposed by the European Commission."

NAMED ENTITY RECOGNITION (NER)
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"As a national CERT, one of our extremely important tasks is to proactively inform 

network operators about potential or confirmed security issues that could affect Austrian 

companies. […]. In Austria alone, shodan.io reports approximately 1.7 million devices 

accessible online [1]."

- Cert.at report from June 10th, 2024

NER EXAMPLE (1/2)
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"When President Donald Trump signed the so-called “Big, Beautiful Bill” on July 4, 

dedicating $45 billion to immigration detention with a goal to double or triple the 

population behind bars, it was a huge payoff. The victory was in the works for years. A 

private prison company handed consulting and lobbying gigs to Trump’s allies, its political 

action committee was the first to max out its donation to Trump, and industry executives 

had already made plans to reopen shuttered prisons — laying the groundwork for what 

they promised investors would be an incarceration bonanza."

- theintercept.com from July 10th, 2025

NER EXAMPLE (2/2)
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= ?



SHARING & COLLABORATION OF STORIES
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• Collaboration on the same Story over multiple Taranis AI instances

• Collaboration with MISP maintainers at CIRCL

• STIX-compatible data exchange enables integration with external 

tools and platforms for bi-directional intelligence sharing.

• Contributed to MISP – New MISP Objects

• Taranis Story and News item objects

• Allows collaboration using MISP only



COLLABORATION – MISP VIEW
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• When conflicts arise?

• Local changes to a shared story

• Different sources

• Ingestion of duplicated News Items

• Partial overlaps of Stories

• Conflict resolution workflows for CTI analysts

• Corrupting the story context vs. flexibility 
for CTI analysts

• What is missing for CTI analysts?

• Special view with filters (focused view)

• Automated ignoring (aging problem)
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COLLABORATION CHALLENGES – CONFLICTS



Demonstration of a Taranis Workflow including collaborating with a partner via MISP

DEMO
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taranis.ai/2025_10_1_taranis-walkthrough-with-misp.webm
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• Production-ready OSINT stack: REST interface, Celery workers

• Deployable reference architectures covering Docker Compose, Kubernetes

• Proven workflows and extensive documentation

• Fully customizable templates

CURRENT STATUS
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• LLM based AI Assistants that understand analyst workflows and 

context, providing real-time support.

• Link OSINT with internal CTI and analyst feedback to build a 

living knowledge graph of threats.

• Recommender System suggesting stories to Analyst for sharing 

or interaction.

FUTURE PLANS
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• The work in this presentation received funding from the Connecting Europe 

Facility (CEF) program in course of the project AWAKE (2020- AT-IA-0254).

• The project has additionally received funding from the European Union - European Defence Fund 

under GA no. 101121418 (EUCINF), no. 101121403 (NEWSROOM), and no. 101168092
(ECYSAP EYE) Views and opinions expressed are however those of the author(s)  only and do not 
necessarily reflect those of the European Union. The European Union cannot be held responsible 

for them.

• Active collaboration with CERT.at, Austrian Ministry of Interior and Austrian MoD

• Early adoption of taranis-ai by analysts

• Exchange with SK CERT, the developers of taranis-ng

• Open Source project on Github

• Opportunity to contribute: https://taranis.ai/

FINANCIAL SUPPORT AND COLLABORATIONS
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THANK YOU!
Please contact:

Florian Skopik

taranis@list.ait.ac.at

Oct. 3rd, 2025

https://taranis.ai/

github.com/taranis-ai/taranis-ai
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