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ABSTRACT
Intrusion Detection Systems (IDS) are critical to defending enter-
prise and industrial control environments, yet evaluating their
effectiveness under realistic conditions remains an open challenge.
Existing benchmarks rely on synthetic datasets (e.g., NSL-KDD,
CICIDS2017) or scripted replay frameworks, which fail to capture
adaptive adversary behavior. Even MITRE ATT&CK Evaluations,
while influential, are host-centric and assume malware-driven com-
promise, thereby under-representing stealthy, multi-stage intru-
sions across IT and OT domains. We present StealthCup, a novel
evaluation methodology that operationalizes IDS benchmarking
as an evasion-focused Capture-the-Flag competition. Professional
penetration testers engaged in multi-stage attack chains on a real-
istic IT/OT testbed, with IDS detection penalizing their scores. The
event generated structured attacker writeups, validated detections,
and PCAPs, host logs, and alerts. Our results reveal that out of 32
exercised attack techniques, 11 were not detected by any IDS con-
figuration. Open-source systems (Wazuh, Suricata) produced high
false-positive rates (>90%), while commercial tools generated fewer
false positives but also missed more attacks. Comparison with the
Volt Typhoon APT advisory confirmed strong realism: all 28 appli-
cable techniques were exercised, 19 appeared in writeups, and 9 in
forensic traces. These findings demonstrate that StealthCup elicits
attacker behavior closely aligned with state-sponsored TTPs, while
exposing blind spots across both open-source and commercial IDS.
The resulting datasets and methodology provide a reproducible
foundation for future stealth-focused IDS evaluation.
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1 INTRODUCTION
Intrusion Detection Systems (IDS) remain a cornerstone of enter-
prise and critical infrastructure defense. Yet despite advances in
machine learning and analytics, evaluating IDS performance under
realistic conditions is still an open problem. Most academic work
continues to benchmark IDS on synthetic datasets such as NSL-
KDD [25] or CICIDS2017 [4]. While useful for regression testing,
these datasets are artificially generated and diverge statistically
from real traffic distributions, limiting their value as indicators of
real-world detection effectiveness [14, 17, 45]. Replay frameworks
and testbeds [23, 30, 31] offer controlled experimentation but typ-
ically rely on scripted exploits, failing to capture adaptive adver-
sary behavior. The MITRE ATT&CK Evaluations [30] have become
a widely recognized industry benchmark for endpoint detection
products, but they are fundamentally host-centric, rely on dated
threat intelligence reports, and assume initial compromise via com-
modity malware—conditions under which EDR solutions naturally
excel while network- or anomaly-focused IDS are underrepresented.
This enables vendors to tune products to well-documented attack
steps, highlighting coverage of known techniques while under-
representing stealthy, multi-phase operations observed in modern
campaigns.

In practice, advanced adversaries exploit subtle misconfigura-
tions, credential hygiene issues, and lateral movement chains span-
ning IT and OT domains [9, 28, 51]. Such behavior is difficult to
reproduce in scripted or malware-centric evaluations, but it is cru-
cial for understanding IDS blind spots in realistic deployments.
This motivates the need for new evaluation methodologies that (i)
capture human attacker ingenuity and evasion, (ii) reflect complex
IT/OT infrastructures, and (iii) provide reproducible benchmarks
with transparent results.

Based on these challenges, we derive the following research
questions that guide our study:

RQ1: To what extent does StealthCup generate attacker behav-
ior and datasets that resemble those observed in real-world APT
reports, and are thus suitable for IDS evaluation?

RQ2: To what extent can the approach capture the impact of
IDS configuration choices (e.g., open-source vs. commercial, de-
fault vs. tuned) on detection effectiveness against stealthy attacker
behavior?
Contributions. Our main contributions are as follows:
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(1) The StealthCup framework: an innovative evaluation ap-
proach combining evasion-oriented, multi-stage attack chal-
lenges in a structured competition format.

(2) Validated IT/OT testbed: implementation of a realistic,
vulnerable, and expert-validated IT/OT infrastructure as
Infrastructure-as-Code, including documented multi-stage
attacks and IDS rule sets.

(3) Comparative IDS evaluation: systematic analysis of open-
source (Wazuh, Suricata) and commercial (Vendor A EDR,
Vendor B NIDS)1 IDS solutions under realistic stealth sce-
narios, highlighting strengths, blind spots, and the effect of
tuning.

(4) Open dataset release: public release of alerts, event logs,
PCAPs, and attacker writeups to facilitate independent veri-
fication and future research.

By combining human-driven evasion with reproducible infras-
tructure and transparent scoring, StealthCup complements exist-
ing evaluation efforts (datasets, replay frameworks, and MITRE
ATT&CK Evaluations) with an adversarial perspective that more
closely reflects how IDS solutions perform against stealthy, adap-
tive attackers.

In its inaugural run, StealthCup brought together 52 participants
across 12 international teams to attack a realistic IT/OT infrastruc-
ture. The competition produced 14 structured attacker writeups and
PCAPs, alerts, and host logs. Analysis showed that 11 of 32 attack
techniques evaded all IDS configurations, open-source systems ex-
hibited false-positive rates above 90%, and commercial tools missed
critical techniques despite producing fewer false positives. By align-
ing 28 exercised techniques with the Volt Typhoon APT advisory,
StealthCup confirmed that participant behavior closely mirrors
state-sponsored tradecraft, underscoring both the realism of the
approach and its value for benchmarking IDS under stealth-focused
adversaries.

2 RELATEDWORK

Benchmarking IDS with datasets. Evaluation of intrusion detec-
tion systems has traditionally relied on standardized datasets. Early
benchmarks such as DARPA98 [27] and its successors provided
labeled traffic traces for training and evaluation, but were later crit-
icized for unrealistic traffic generation and over-simplified attack
scenarios [2, 42]. More recent datasets, including NSL-KDD [25] and
CICIDS2017 [4], continue to be widely used for machine learning-
based IDS benchmarking [22, 29]. While useful for reproducibility
and regression testing, such datasets remain artificially curated, lack
attacker adaptiveness, and diverge statistically from real-world traf-
fic distributions [14, 17]. Consequently, high accuracy on synthetic
traces does not necessarily transfer to operational environments.

Testbeds and evaluation initiatives. Beyond static datasets,
DARPA-style testbeds [22] aim to create controlled environments
for IDS evaluation. These allow experiments with live systems but
typically rely on scripted exploits and predefined attack scenarios.

1At the request of participating vendors, commercial product identifiers have been
anonymized. Both commercial solutions represent widely deployed products in enter-
prise and critical infrastructure environments.

MITRE ATT&CK Evaluations [30] represent a widely recognized in-
dustry effort, mapping adversary emulation to ATT&CK techniques.
However, they are host-centric, rely on dated threat intelligence
reports, and assume initial access via commodity malware. As a
result, endpoint detection and response (EDR) tools tend to score
well, while network-based IDS and anomaly-focused approaches
are underrepresented. Furthermore, because evaluation steps are
publicly documented, vendors can tune their systems in advance,
limiting insights into evasive or novel attacker behavior.

Red teaming and capture-the-flag (CTF). Professional red-team
exercises provide the closest analogue to real intrusions, as skilled
testers emulate advanced adversary tactics to remain undetected.
However, such engagements are costly, results are rarely disclosed,
and reproducibility is limited. CTF competitions exist in many for-
mats [3, 5, 10--12, 16, 20, 53, 54], including attack--defense and
defend-only types, but they generally do not focus on systemati-
cally evaluating IDS configurations. Academic experiments have
explored integrating IDS into competitions, e.g., the UCSB iCTF
2009 where IDS alerts influenced scoring [21], but IDS played only a
secondary role and experimental control was limited. More broadly,
CTFs such as DEFCON CTF [10] or Pwn2Own [54] highlight the
creativity of adversarial participants, but do not provide structured
IDS evaluation. Notably, prior work and theMITREATT&CK frame-
work [30] itself underscore that penetration testers and advanced
persistent threats (APTs) share overlapping tactics, techniques, and
procedures (TTPs). Both seek stealth, persistence, lateral movement,
and privilege escalation, while routinely attempting to evade se-
curity controls. Thus, CTF-style engagements provide a natural
mechanism to elicit attacker ingenuity similar to state-sponsored
campaigns.

Positioning StealthCup. StealthCup complements these approaches
by combining the creativity of human attackers with the repro-
ducibility of controlled testbeds. Unlike synthetic datasets (DARPA98,
CICIDS2017), StealthCup generates live attack traces focused explic-
itly on detection evasion. Unlike MITRE ATT&CK Evaluations, its
objectives are not fully disclosed in advance, incentivizing adaptive
and stealthy attacker strategies. And unlike prior CTFs, StealthCup
treats IDS evasion as a first-class objective with structured scoring,
reproducible Infrastructure-as-Code deployments, and public re-
lease of alerts, logs, and attacker writeups. This positioning makes
StealthCup a complementary methodology that reveals IDS blind
spots specific to configuration and deployment, while ensuring
comparability and transparency.

3 METHODOLOGY
StealthCup integrates Capture-the-Flag (CTF) gamification into
intrusion detection benchmarking. The framework is designed to
capture realistic attacker behavior, evaluate IDS resilience against
stealthy operations, and produce reproducible datasets.

3.1 Overview of the StealthCup Framework
StealthCup provides a generic evaluation framework that can be
instantiated in different domains and infrastructures. A concrete
instantiation is detailed later in the illustrative use case (Sect. 4),
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whereas this section outlines the core methodology. At a high level,
the framework consists of four key steps:

Competition Design. StealthCup adopts an attack-only evasion
focused CTF format. Participants are tasked with solvingmulti-stage
attack challenges while avoiding detection. Every triggered alert
while solving a challenge incurs a penalty. This shifts the incentive
structure: success is measured not by how quickly teams achieve
objectives, but by how stealthily they can operate compared to their
competitors when solving a challenge.

To make this effective, StealthCup implements a dynamic scor-
ing scheme. Alerts are weighted by severity, with high-severity
alerts generating stronger penalties than low-severity ones. Because
severity taxonomies differ between IDS solutions (e.g., Wazuh logs
many low-severity alerts unrelated to real compromise, while Ven-
dor A EDR1 low-severity alerts are often true indicators of intru-
sion), we normalize penalties across systems by applying adjustable
weights per IDS. This normalization ensures comparability while
preserving fairness across heterogeneous detection technologies.

Infrastructure and Attack Scenarios. Narrative scenarios with
clearly defined objectives form the foundation of StealthCup. Rather
than providing isolated exploits or disconnected technical tasks,
each scenario consists of multiple objectives that mimics a realistic
intrusion campaign. Objectives are defined in terms of attacker
goals (e.g., establish persistence in the Active Directory domain,
exfiltrate data, manipulate a PLC register), ensuring that every
step contributes to a logically consistent multi-stage chain, such as
client compromise → Active Directory escalation → lateral move-
ment → PLC manipulation. This design discourages “point-and-
shoot” exploitation and instead drives participants toward strategic,
multi-phase operations that mirror how real adversaries pursue
end-to-end objectives. To preserve realism while remaining feasi-
ble, scenarios incorporate realistic misconfigurations and recently
disclosed vulnerabilities (attack vectors), reflecting what profes-
sional penetration testers would encounter in practice. This avoids
the disincentive of “burning” valuable zero-day exploits, although
we do not prevent participants from employing them. We argue
that requiring zero-day exploits for operating systems or common
software privilege escalation would discourage participation, given
their high market value (e.g., Zerodium pricing [7]). In contrast,
StealthCup explicitly encourages the discovery or use of zero-day
techniques targeting IDS components, as these directly contribute
to winning the challenge.

The underlying infrastructure is tailored to the scenario context.
For example, a deployed instance of an energy sector combines
enterprise IT assets (Windows domains, Linux servers) with repre-
sentative OT equipment and protocols (e.g., PLC controllers using
Modbus) common in critical infrastructure [18]. In StealthCup, the
infrastructure mirrors the socio-technical environment relevant
to the chosen domain, while detailed vendor and configuration
choices are deferred to the illustrative case study in Section 4.4.

In the following, we use the term testbed to denote the controlled
experimental infrastructure. In StealthCup, a testbed comprises not
only the systems and software, but also their specific configuration
state and monitoring solutions. This includes both secure base-
line setups and deliberately injected misconfigurations or recently

disclosed vulnerabilities that serve as attack vectors. By explicitly
modeling configuration and misconfiguration within the testbed,
we can design repeatable attack chains, ensure that all participants
face identical opportunities for compromise, and systematically
study how IDS solutions respond to different phases of the intru-
sion. The testbed is fully automated using Infrastructure-as-Code
(Terraform, Ansible), enabling consistent rebuilds, controlled ran-
domization, and comparability across teams and scenarios.

Data Collection and Ground Truth. All experiments are in-
strumented to collect comprehensive traces, including full packet
captures (PCAPs), host logs, and IDS alerts. A key challenge is
establishing ground truth in the absence of detailed logging. In-
stalling logging agents on participant machines would provide
precise traces, but we deliberately avoid this to not discourage
participation or bias attacker behavior. Instead, we combine (i)
structured attacker writeups, required upon challenge completion,
(ii) manual verification of reported steps against collected telemetry.

While attacker-side logging agents would enable additional KPIs
such as time-to-detect and enable throughout labelling, we avoided
this in the first StealthCup to not discourage participation; this
remains a planned extension.

Evaluation Mechanics. To prevent discouragement after early
mistakes, teams are allowed to reset their infrastructure on demand.
Resets introduce trade-offs: information obtained in a previous
run may remain useful, so we implement randomization of host-
names, services, and network configurations to mitigate knowledge
carryover.

Prevention mechanisms (e.g., anti-malware blocking of tools
such as Mimikatz) are deliberately disabled, ensuring that partici-
pants can operate freely. However, all such actions still generate
detection alerts, which are penalized in scoring.

Importantly, detection events are made visible to participants in
near-real time, enabling them to adapt their strategies dynamically.
We adopt this design for three main reasons. First, near-real-time
feedback helps participants use the limited competition time more
effectively, as they can adjust their approach rather than unknow-
ingly persisting with unproductive attack paths. Second, it encour-
ages an iterative style of engagement, where participants explore
alternative tactics when their initial attempts trigger alerts. Finally,
from a benchmarking perspective, exposing detections introduces
adaptive pressure on IDS solutions, allowing us to observe not
only how well they detect first attempts but also how resilient they
remain once attackers begin to modify their behavior.

This adaptive interaction loop not only mirrors real-world ad-
versaries but also increases the diversity of collected attack traces,
since participants are incentivized to refine and vary their tactics.

3.2 Ethics
All activities occur within isolated ranges under informed consent.
No production assets or customer data are involved; outbound
connectivity is restricted. We log only range telemetry; personal
data from attackers is not retained beyond participation records.
Released artifacts include Infrastructure as Code, attack-artefacts,
IDS configs (default/tuned), scoring code, scenario descriptions
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with ATT&CK mappings and sanitized PCAP/log bundles. All data
was collected under research ethics approval.

4 ILLUSTRATIVE CASE STUDY
This section describes how we instantiated the StealthCup frame-
work in a realistic IT/OT environment. We outline the design ratio-
nale, testbed construction, IDS integration and event preparation
of the first StealthCup event.

4.1 Scenario Selection and Design Rationale
We chose a hybrid IT/OT setting to capture both enterprise and in-
dustrial intrusion vectors. IT infrastructures with Active Directory
(AD) domains, Windows, and Linux servers are ubiquitous across
enterprises, while OT components are highly relevant for critical
infrastructures [9]. The only preventive network security function
implemented was basic layer 4 firewalling, ensuring segmentation
but no active intrusion prevention. The initial attacker foothold
was implemented as a Kali (Kali Linux 2024.3.0) in the enterprise
zone. This choice reflects common compromise entry points (e.g., a
contractor laptop, phishing victim, or insider device) and provides
participants with a familiar penetration testing toolset [9, 28, 51].
This ensures accessibility, comparability across teams, and a con-
trolled starting point for all attacks.

The initial foothold was fixed across all teams. Access to the OT
environment was only possible by leveraging misconfigurations
in the IT/OT-DMZ, requiring skilled participants with expertise in
lateral movement and cross-domain trust exploitation.

4.2 Testbed Creation
To guide the design of attack vectors, we conducted a survey of
state-of-the-art attacks on AD networks and OT networks [13, 46].

Threat Model and Assumptions We model skilled, human red
teams pursuing predefined objectives while minimizing detections.
The testbed embeds realistic misconfigurations and recently dis-
closed vulnerabilities; operating-system or core network zero-days
are not required by design.

Core assumptions.

• Isolation. Each team operates in its own range; no cross-
team leakage of traffic, credentials, or state.

• Detect-only. Active prevention (e.g., IPS drops, malware
blocking) is disabled; detections are visible but do not block
execution.

• Initial foothold. Teams start from a fixed enterprise client
with standard reachability but no pre-positioned privileged
credentials.

• Randomization. Resets generate fresh instances with ran-
domized credentials, while attack paths and objectives re-
main constant to ensure comparability.

• Data integrity. IDS sensors and the SIEM backend are
trusted; tampering is prohibited. Full PCAP, host logs, and
IDS alerts are recorded continuously and persist across re-
sets.

Design requirements.

• Attack vectors. Techniques reflect current practice (e.g.
living-off-the-land (LotL), AD/PKI misconfigurations, cre-
dential hygiene issues, OT protocol weaknesses).

• Attack paths. Objectives require multi-stage compromise
(e.g., AD persistence; PLC manipulation); lateral movement
must be (re)performed after each reset.

• Replayability. After resets, difficulty and chains remain
consistent to permit fair replay and benchmarking.

• Scoring. Penalties derive from alert counts and severities per
IDS; validations require a short attacker writeup (cf. §4.6).

Limitations.

• User behavior is minimal; user and entity behavior analytics
(UEBA) or anomaly-only detection approaches are out of
scope.

• External threat-intel/IOC feeds are not integrated beyond
vendor defaults to avoid confounding.

Identification of the IT Attack Chain. To ground the IT part of
our testbed in realistic enterprise threats, we systematically identi-
fied common Active Directory (AD) attack vectors. This process
combined empirical data from large-scale AD security audits (Ping-
Castle - a tool that is used by companies to identify Active Directory
misconfigurations gave us their metrics for research purposes [40])
with literature reviews and penetration testing repositories [46].We
prioritized attacks enabled by prevalent misconfigurations, such as
weak or missing LDAP signing, unconstrained delegation, or legacy
authentication protocols. Each candidate technique was mapped to
the MITRE ATT&CK framework and evaluated for both frequency
and impact. This resulted in a curated set of techniques such as
Kerberoasting [37], AS-REP Roasting [36], SID-History abuse [32],
forced authentication [35], and password spraying [34], that are not
only frequently exploited by attackers in real-world intrusions, but
also reproducible in a controlled lab setting. Incorporating those
vectors ensured that our AD environment reflects realistic attack
surfaces.

Since we set up an Active Directory in the OT-DMZ, we identi-
fied a domain trust vulnerability [32], and weak access control [38]
as potential gateways for attackers to the OT-DMZ. Those miscon-
figurations serve as a starting point for the OT Attack Chain.

Identification of the OT Attack Chain. To design a realistic OT
attack chain, we first surveyed state-of-the-art adversary techniques
targeting both IT and OT environments. [13] The methodology pro-
ceeded in three steps: (i) assessing the opportunities provided by
the given infrastructure (trust relationships, weak access control),
(ii) theoretically developing attack paths based on known adversary
techniques, and (iii) embedding typical weaknesses observed in
industrial networks as identified in prior literature. The resulting
chain leveraged native system functions and common misconfigu-
rations rather than unrealistic exploits.

For example, access into the OT domain was achieved via an IT
account valid in both domains, and lateral movement relied on valid
credentials. Techniques incorporated credential theft, injection at-
tacks against web applications and ICS interfaces and eavesdrop-
ping. Vulnerabilities such as unencrypted traffic, outdated software,
and insecure web services were systematically embedded to reflect
the conditions documented in real critical-infrastructure incidents.
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This approach ensured that the OT attack chain remained both fea-
sible for penetration testers and representative of realistic adversary
behavior.

Based on these findings, we implemented realistic misconfigu-
rations and recently disclosed vulnerabilities as deliberate attack
vectors.

Figure 1: StealthCup multi-level IT/OT infrastructure, including NIDS
and SIEM (circled in red). The bug symbol indicates installations of
HIDS/EDR/XDR, while the tap indicates network-tapping.

IT Realism. The enterprise IT environment consisted of a classical
Active Directory (AD) domain with typical Windows-based com-
ponents: a domain controller (DC1), a file server (FS1), and a client
workstation (CLI1), all running Microsoft Windows Server 2022.
The AD domain provided central authentication, group policy man-
agement, and file sharing services, reflecting a standard enterprise
setup. This design mirrors common enterprise environments where
compromise often begins from a client or contractor system, and at-
tackers subsequently leverage AD misconfigurations or credential
abuse to escalate privileges and move laterally.

OTRealism. The OT environment was modeled after a segmented
industrial control system, including both Windows and Linux-
based hosts. Core components included an OT domain controller
(OTDC1), a jump server (JUMP) for remote access into the OT-
DMZ, and a dedicated engineering workstation (ENG1) running
PLCnext Engineer version 2024.0.4 on Windows Server 2022. The
engineering workstation provided realistic development and de-
ployment workflows for programming industrial controllers. In
addition, Linux-based hosts simulated industrial services: a histo-
rian server (HIST) built on Grafana 11.5.2 and Telegraf 1.32.3 for
telemetry collection, and a SCADA server (SCADA) based on the
open-source ScadaLTS platform, deployed on Ubuntu Server 24.04
LTS. Finally, the core industrial process was represented by a digital
twin of a Phoenix Contact AXC F 2152 PLC, virtualized by Cyber-
Danube [6] with firmware version 2021.6.0 and hardware version 04.

This PLC supported industrial protocols such as Modbus and in-
cluded vendor-typical features such as a preconfigured administra-
tive account.

Furthermore, we programmed the virtualized PLC to simulate the
control of a water pump. Since the PLC was executed as a QEMU-
based virtual machine, no physical I/O was connected, and the
sensor and actuator signals were emulated, a technique commonly
used in digital twin environments for ICS security research [19, 47].
Pump commands were exposed via Modbus TCP and UDP servers,
enabling control through the ScadaLTS HMI [43] (see Fig. 2a) and
recording of pump states in the Grafana-based historian [15] (see
Fig. 2b).

4.3 IDS Deployment
To cover both host- and network-level monitoring, we integrated a
mix of commercial and open-source IDS solutions:

• Host-based IDS (HIDS/EDR): Vendor A EDR1 IDP/XDR
(commercial), Wazuh (free open-source).

• Network-based IDS (NIDS): Vendor B NIDS1 NIDS (com-
mercial), Suricata (free open-source).

IDS sensors were placed across enterprise and OT zones to capture
relevant visibility.

Commercial IDS vendors were approached through direct out-
reach to industry partners, while open-source solutions were in-
cluded to ensure reproducibility and comparability. Several vendors
declined participation for various reasons: Darktrace and ExtraHop
emphasized that their anomaly-detection approaches require a min-
imum deployment size of roughly 500 assets to generate meaningful
baselines, making our testbed too small for evaluation. Nozomi and
SentinelOne did not respond to our inquiries, while Corelight ex-
pressed concerns about the uncertainties in the evaluation process.
IronNet explicitly declined, citing the potential internal costs of
participation as a prohibitive factor. Ultimately, we integrated two
widely used commercial platforms alongside open-source IDS to
enable a representative yet feasible evaluation.

Before the competition, we manually tested the predefined at-
tack vectors and authored baseline detection rules for Wazuh and
Suricata to ensure that both IDS solutions generated meaningful
alerts. All attack vectors were successfully detected during these
manual tests in the tuned configurations of Wazuh and Suricata.

4.4 Final Infrastructure and Instrumentation

Implementation. The full testbedwas implemented as Infrastructure-
as-Code using Terraform and Ansible. This includes enterprise IT
components (Windows domains, Linux servers), OT components
(emulated PLCs, supervisory servers), and deliberate misconfigu-
rations. This approach ensures reproducibility, automated resets,
and controlled randomization.

Network Architecture. The infrastructure followed the Pur-
due model, representing state-of-the-art network segmentation in
industrial environments [19, 47]. It was divided into four zones: En-
terprise IT, OT-DMZ, Supervision, and Control. Between each zone,
strict layer-4 firewall rules enforced limited connectivity, mirroring
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(a) Human-machine interface (HMI) in ScadaLTS to control the virtual PLC. (b) Grafana-based historian logging the emulated I/O states.

Figure 2: Virtualized PLC controlling a simulated water pump: (a) interaction via ScadaLTS HMI, (b) logging and monitoring via Grafana historian.
typical critical-infrastructure segmentation practices. The environ-
ment was fully virtualized in AWS, with separate subnets provi-
sioned for each Purdue layer and a consistent addressing scheme to
distinguish parallel instances. For example, the domain controller in
every testbed was assigned the address 10.0.X.11, where X denotes
the team-specific instance (10.0.1.11 for Team 1, 10.0.2.11 for
Team 2, etc.). Figure 1 illustrates the overall setup. The setup was
validated in collaboration with four critical-infrastructure operators
from the energy and transport sectors to ensure that both IT and
OT components reflected real-world deployments.

Validation. To ensure realism and reproducibility, all attack tech-
niques were systematically mapped to the corresponding MITRE
ATT&CK tactics, techniques, and sub-techniques. For IT-related
attacks we used the Enterprise Matrix, while for OT-specific actions
we primarily relied on the ICS Matrix. Given the close intercon-
nection between IT and OT environments, as also reflected in our
testbed, selected Enterprise Matrix techniques were additionally
applied to ICS components where relevant.

The theoretically developed attack chain was first reviewed in-
ternally with colleagues from professional penetration testing and
information security consulting teams to assess both feasibility and
operational realism. Subsequently, three dedicated validation ses-
sions were conducted with OT domain specialists. The first session
involved experts from T-Systems Austria [48] and CyberDanube
[6]; the following two involved practitioners from Linz AG [26],
Verbund AG [50], and again CyberDanube [6]. During these ses-
sions, the proposed attack scenarios and techniques were repeatedly
scrutinized with respect to realism and applicability in real-world
infrastructures. The feedback obtained from these discussions led
to refinements of the attack paths.

Finally, all techniques were tested in practice to verify their feasi-
bility within realistic timeframes and under practical preconditions.
Where necessary, adjustments were made to ensure that each at-
tack step was both technically viable and aligned with adversary
behavior observed in operational technology networks. This iter-
ative process ensured that the deployed environment and attack
chains were not only theoretically grounded but also validated as
realistic and relevant to actual critical-infrastructure operations.

Attack Scenario. The StealthCup environment supported multi-
ple intrusion paths across IT and OT domains. Figure 3 illustrates

the implemented multi-stage kill chain with the primary objectives
and representative detections. The following description highlights
one such path, executed by Team 2, which successfully completed
both objectives.

Initial access was obtained by relaying SMB login requests gen-
erated by a scheduled task on the client workstation (CLI1). While
such credentials are typically harvested through LLMNR/NetBIOS
poisoning [33] in real-world environments, platform constraints
in Amazon Web Services (AWS) required scheduled task-based
capture in our setup. Using the captured credentials, domain user
accounts were enumerated via SID brute-forcing, followed by an
AS-REP roasting attack [36] against accounts without Kerberos pre-
authentication, which yielded a low-privileged domain account.

Further enumeration of SMB shares on the fileserver exposed
sensitive documents and archived emails, including a photograph
of the PLC that revealed its default password. Privilege escalation
was achieved by exploiting an ESC1 misconfiguration [52] in Active
Directory Certificate Services (AD CS). This enabled the request
of a certificate on behalf of a Domain Administrator, resulting in
elevated privileges and persistence through the creation of a new
administrator account-fulfilling the IT objective.

The attackers then pivoted to a jump host in the OT-DMZ. A
misconfigured backup script granted local administrator access,
which was exploited to extract a KeePass master password from
memory via CVE-2023-32784 [39]. The recovered database disclosed
credentials for lateral movement to the engineering workstation.
Finally, using the default PLC password identified earlier, Team 2
deployed a modified control project that set the tank-level thresh-
old to zero. Uploading this logic disabled safety mechanisms and
triggered the simulated release of toxic chemicals, thus completing
the OT objective.

4.5 Randomization
During the competition, participants were allowed to reset their
infrastructure to recover from mistakes and attempt the objectives
again with a fresh score. To prevent unfair advantages across resets,
all usernames, passwords, and password hashes were randomized,
while the overall attack paths and vulnerabilities remained un-
changed. This ensured that teams could refine their techniques and
strategies across successive attempts, but could not simply reuse
credentials or artifacts obtained in previous runs. For scalability, ten
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Figure 3: StealthCup multi-staged attack chain that has been implemented including the main objectives and the detections validated in our test run.
preconfigured environment templates were prepared in advance.
When a team initiated a reset, its environment was replaced by a
freshly randomized instance, and the team was temporarily locked.

4.6 Competition Design and Scoring
Teams must solve objectives while minimizing IDS detections. In
the Enterprise Cup, the objective is to create a domain administrator
account named plumber (IT Flag). In the OT Cup, the objective is
to trigger an unsafe state in the PLC such that the process safety
valve is activated, simulating a chemical spill (OT Flag).

Scoring. Each team accumulates penalty points based on the num-
ber and severity of IDS alerts they trigger. All detections are re-
ported in real time on the competition dashboard for all partici-
pants. Each IDS 𝑘 ∈ 𝒦 classifies the alerts into four severity levels
𝑠 ∈ {Critical,High,Medium, Low}. Let𝑎𝑡,𝑘,𝑠 be the number of alerts
of severity 𝑠 triggered by team 𝑡 , and𝑤𝑘,𝑠 the weight assigned to
severity 𝑠 for IDS 𝑘 . The penalty is computed as

𝑃𝑡 =
∑︁
𝑘∈𝒦

∑︁
𝑠

𝑤𝑘,𝑠 · 𝑎𝑡,𝑘,𝑠 .

The goal of the competition is to minimize this penalty: the team
with the lowest final value wins.

Resets. At any time, a team may reset its infrastructure, which
restores the environment and the penalty points. The first reset is
free, but subsequent resets increase the multiplicative factor 𝜇𝑡 ≥ 1
applied to the penalty:

𝑃𝑡 = 𝑃𝑡 · 𝜇𝑡 .

Resets also temporarily block access to the infrastructure for 15
minutes, discouraging overuse while still allowing recovery from
early mistakes.

Weighting and Validation. Weights 𝑤𝑘,𝑠 were introduced to
account for differences in severity scales and alert generation be-
havior across IDS solutions. Lower-severity alerts generally occur
far more frequently than critical ones, both because they are more

easily triggered by benign behavior and because early-stage attacks,
such as reconnaissance or brute-force scanning, generate large num-
bers of low-impact alerts. Conversely, high-severity alerts are more
salient and are more likely to be prioritized by analysts. To prevent
scoring from being dominated by noisy, low-impact events, higher-
severity alerts must therefore be assigned disproportionately larger
weights.

In addition, different IDS may produce very different alert vol-
umes per severity category when observing the same or similar
attacks. To enable meaningful aggregation, alerts from different
systems must contribute comparably after weighting. Weights were
derived empirically during an initial internal training run by ana-
lyzing severity distributions across IDS and selecting values that
ensure critical alerts have the highest influence, that the influence
decreases monotonically with severity, and that weighted contribu-
tions are comparable across systems. As a result, Wazuh alerts were
weighted 50,3,1,0.05 for Critical,High,Medium,Low, while Vendor
A EDR alerts were weighted 500,30,20,10. For example, this means
that a single critical alert from Vendor A EDR contributes the same
amount to the final score as 25 medium-severity alerts from the
same IDS or 10 critical alerts from Wazuh.
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Critical High Medium Low Critical High Medium Low
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Figure 4: Raw alert counts (red) vs. weighted contributions (blue) for
Wazuh and Vendor A EDR during an internal training run. Weighting
normalizes IDS contributions and ensures high-severity alerts dominate
scoring despite lower frequency.
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Figure 4 illustrates the effect observed in data from our initial in-
ternal training run. The red bars show raw alert counts per severity
category for Wazuh and Vendor A EDR. Wazuh exhibits a strong
skew toward lower-severity alerts, whereas Vendor A EDR shows
lower overall volume with more balanced distribution across sever-
ities. After applying the weights described above (blue bars), both
IDS contribute roughly equally to the score, with lower-severity
alerts having progressively less influence. When a team chooses
to validate an objective, its current penalty is frozen and must be
accompanied by a short attacker write-up describing how IDS detec-
tions were bypassed. Only validated penalties count for the leader-
board. The final rankings are determined by the lowest penalty.

Scoring Design Rationale and Limitations. The scoring sys-
tem was designed as a game mechanic to incentivize stealthy be-
havior, not as a measurement model. The primary challenge was
normalizing penalties across fundamentally different IDS alerting
philosophies: Wazuh, configured for comprehensive detection, gen-
erates high alert volumes, including debug telemetry classified as
low severity, with single attack steps often triggering multiple cor-
related alerts. Vendor A EDR, by contrast, employs selective high-
confidence alerting with a lower volume, where alerts typically
indicate genuine attack activity. Without normalization, Wazuh’s
verbose logging would dominate penalties regardless of attack suc-
cess.

These weights balance alerting philosophies for competitive fair-
ness, but do not measure absolute IDS value. Teams likely adapted
to avoid high-penalty alerts. Our core findings focus on binary
detection results (technique detected vs. not detected) and quali-
tative patterns (e.g., 11 techniques evaded all IDS configurations),
unaffected by penalty magnitude. While we did not conduct a for-
mal sensitivity analysis across alternative weighting schemes, the
released datasets enable future researchers to validate this through
re-scoring experiments.

4.7 Event Execution

Event Preparation. Weadvertised the event by presenting StealthCup
at security conferences and directly contacting penetration testing
companies and security teams. The event was designed as a hybrid
competition, with remote and on-site participation options. The
rules of the game, the chance to win four iPhones, as well as sub-
scriptions for hack the box and a narrative storyline (e.g., a fictional
company under attack) were published to motivate participants.
[1] Evasion techniques were encouraged, with the exception of
denial-of-service attacks against IDS components, tampering with
log files, and exploitation of the gaming backend.

Participants.
The final event included 52 participants, including internation-

ally recognized penetration testers and consulting firms, organized
into 12 teams as shown in Table 1. Teams came from five differ-
ent countries --- Austria, Ireland, the Netherlands, the United Arab
Emirates, and Slovenia --- reflecting both regional and international
interest. In total, nine teams represented professional security com-
panies, of which five work in security consulting, while three teams
were composed of academic researchers. Each team received an

isolated instance of the IT/OT testbed, consisting of 13 servers and
the emulated OT infrastructure.

In total, 158 virtual machines were deployed in AWS. Each team
was provided with 13 dedicated hosts, supplemented by two back-
end machines for orchestration and management.

5 DATA AVAILABILITY
To ensure reproducibility and foster community use, we release
the data and artifacts generated in StealthCup. All datasets and
code are available at [1]. The release includes infrastructure defini-
tions, collected telemetry, and documentation of attack traces, while
excluding elements that would pose safety or licensing concerns.

Released Artifacts.

• Infrastructure-as-Code. Full Terraform andAnsible scripts
for deploying the IT/OT testbed, including Windows and
Linux systems, Active Directory domains, IDS agents/rules,
and representative misconfigurations.

• Datasets. Complete packet captures (PCAPs), IDS alerts
from all deployed solutions, analyst-assigned labels (Sec-
tion 6.2) and host logs from Windows and Linux machines.

• Ground truth. Structured attackerwriteups, submitted upon
objective completion, documenting step-wise TTPs. These
writeups enable correlation with PCAPs, event logs, and
EDR telemetry to identify missed detections.

• Documentation. Detailed instructions to reproduce the
environments and rerun the experiments.

Limitations. Because alert labels reflect expert interpretation
rather than definitive truth, we recommend that future users treat
them as guidance for comparative or exploratory analysis and en-
courage re-labeling efforts aligned with specific research objectives.
Commercial software and the PLC digital twin cannot be open
sourced due to vendor licensing; however, equivalent functional-
ity can be replicated with freely available PLCnext software using
low-cost, off-the-shelf PLC controllers.

6 EVALUATION
6.1 Scoring and Strategies
We received a total of 14 attacker writeups. Eight teams successfully
completed the Enterprise (IT) Cup, while only one team, Team 2,
reached the OT objective and thereby won the overall competition.
Team 2 concentrated on achieving full kill chain completion rather
than stealth, and consequently ranked last in terms of stealth per-
formance within the IT Cup. The main prize (four iPhones for the
winning team) was awarded to the overall cup winners.

The OT challenge required advanced skills and extensive lat-
eral movement. From participant feedback and log analysis, we
found that only two additional teams had entered the OT envi-
ronment during regular play. At a later stage, we offered selected
participants with stronger OT expertise the opportunity to continue
exploration by providing credentials to the OT domain, enabling
them to escalate further.

These cases are marked as “credentials OT hint” in Table 1.
Table 1 summarizes the participating teams and their progress,
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Table 1: Overview of participating teams. Fields are grouped into professional companies, security consulting firms, and academic researchers. Timestamps
shown in UTC.

Team ID Description of Events Timestamps (UTC) Onsite Remote Field Country

1 IT Flag, Reset 1, Writeup 1 10:51, 14:28, 15:35 8 Security researcher / academic Austria
2 IT Flag, Reset 1, IT Flag, OT Flag, Writeup 1 10:16, 14:11, 15:20, 15:45, 15:55 4 Professional company (consulting) Austria
3 IT Flag, Reset 1, IT Flag, Reset 2, IT Flag, Writeup 1 11:42, 12:45, 14:06, 15:28, 16:12, 16:19 Professional company (consulting) UAE
4 IT Flag, Writeup 1, Reset 1, IT Flag, Writeup 2 11:27, 12:07, 14:37, 15:48, 16:32 4 Security researcher / academic Austria
5 Credentials OT Hint 16:06 2 Professional company Austria
6 IT Flag, Writeup 1 15:15, 15:38 4 Professional company Austria
7 IT Flag, Reset 1, IT Flag, Writeup 1, Reset 2, IT Flag, Writeup 2 13:40, 14:12, 15:15, 15:21, 15:24, 16:12, 16:14 4 Professional company (consulting) Slovenia
8 Reset 1, Reset 2, IT Flag, Writeup 1 13:50, 14:58, 16:15, 16:21 6 Professional company (consulting) Austria
9 IT Flag, Writeup 1, Reset 2, IT Flag, Writeup 2 10:49, 10:57, 13:50, 14:40, 14:51 5 Professional company (consulting) Austria
10 Writeup 1, Credentials OT Hint, OT Flag, Writeup 2 11:53, 16:05, 16:25, 16:29 6 Professional company Netherlands
11 4 1 Security researcher / academic Ireland
12 Writeup 1, Reset 1 (online w/o timestamp of last edit), 14:57 4 Professional company Austria

while Figure 5 illustrates the event timeline, highlighting challenge
solves and submitted detection scores (lower is better).

Figure 5: Timeline of the competition, showing objective solves and
submitted detection scores (on a logarithmic scale, lower is better).

6.2 Evaluation of IDS Performance
After the event, the collected data was analyzed to map attacker
actions to IDS detections. We reviewed the attacker writeups, at-
tributed each step to the corresponding MITRE ATT&CK technique,
and verified whether alerts were generated by the deployed IDS
solutions. For each detection, we recorded the severity and whether
the technique was identified with precision.

Figure 6 illustrates representative cases: Team 2, the only team
to complete the full IT/OT kill chain; Team 6, the winner of the
Enterprise Cup; and Team 9, another strong Enterprise Cup per-
former.

We evaluated seven IDS configurations, covering both open-
source and commercial tools:

• IDS - Wazuh (default),
• IDS - Wazuh (custom): rules for our environment,
• IDS/EDR - Vendor A EDR1 (default): no additional tuning,
• IDS/XDR - Vendor A EDR1 (IDP): default, no additional tun-
ing,

• NIDS - Suricata (ET ruleset): Emerging Threats ruleset [41],
TGI ruleset [49],

• NIDS - Suricata (Custom): rules for our environment,
• NIDS - Vendor B NIDS1 (default): no additional tuning.

Every alert was manually labeled on a five-point confidence scale
by two independent security analysts (both >5 years penetration
testing experience) who were involved in testbed design and at-
tack scenario development. Classification used attacker writeups,
knowledge of implemented vulnerabilities, and forensic analysis.
Because no user behavior was simulated, the primary challenge was

distinguishing attacks from routine system operations (scheduled
tasks, service accounts, machine authentication).

Analysts used a five-point qualitative scale under these condi-
tions: (1) alert definitely reflects benign behavior, (2) alert probably
reflects benign system behavior, (3) relationship to attack activity
is uncertain, (4) alert most probably indicates attack activity, and
(5) alert certainly corresponds to an attack. Analysts considered
patterns such as traffic from the Kali attacker machine (10.0.*.30),
authentication from attacker IPs, and indicators of implemented
attacks (Kerberoasting, AS-REP Roasting, honey token access) as
malicious, while system services, management traffic (10.0.242.*),
and pre-competition activity (before 09:30 UTC) were considered
benign.

For inter-rater reliability, the second analyst independently la-
beled all alerts without access to the original annotations. Because
the reported metric is false-positive rate, inter-rater agreement
was evaluated on binary FP classification: false positive (1–2, alert
on benign event) versus uncertain or true positive (3–5). Cohen’s
𝜅 = 0.93 [24] indicated near-perfect agreement on the FP distinc-
tion. Primary annotations were used for all reported metrics. False
positives (labels 1–2) were calculated as the fraction of alerts in
these categories.

FPR differences partly reflect IDS design philosophies: Wazuh
also logs benign system events as low-severity telemetry (inflating
FPR) [8], while Vendor A EDR employs selective high-confidence
alerting (lowering FPR but potentially missing attacks). This moti-
vated our normalized scoring weights (Sect. 4.6). Although seven
IDS configurations were deployed, 11 of 32 techniques were not
detected by any system.
Table 2: False positive rates (FPR) per IDS configuration and team. Lower
values indicate fewer benign events misclassified as attacks.

IDS Configuration Team 2 Team 6 Team 9

Wazuh (default) 94.79% 95.30% 67.86%
Wazuh (custom) 93.18% 92.76% 67.99%
Vendor A EDR1 (default) 0.00% 0.00% 0.00%
Vendor A EDR1 (IDP) 0.00% 0.00% 0.00%
Suricata (custom) 0.00% 13.53% 0.00%
Suricata (ET ruleset) 0.00% 2.70% 0.00%
Vendor B NIDS1 (default) 26.67% 33.33% 22.22%

This evaluation allows us to compare open-source and com-
mercial solutions, as well as the effect of tuning versus default
configurations. We report two primary metrics: (M1) attack-centric
detection coverage, the fraction of attack steps from writeups that
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triggered at least one alert; and (M2) false-positive ratio, the fraction
of alerts judged benign is shown in Table 2. Together, these metrics
provide a structured basis for assessing IDS performance under
stealth-focused human adversaries.

6.3 Realism of Attacker Behavior
To evaluate the realism of attacker behavior in StealthCup, we
compared the techniques exercised by participants against those
documented in recent advanced persistent threat (APT) campaigns.
Specifically, we used the recent CISA advisory on Volt Typhoon
state-sponsored activity against U.S. critical infrastructure [9], which
maps observed tactics and techniques to theMITREATT&CK frame-
work. The comparison was conducted post-event, independent of
the testbed design described in Section 4. We systematically as-
sessed (i) which Volt Typhoon techniques were applicable in our
IT/OT infrastructure, (ii) which were documented by participants in
their attacker writeups, and (iii) which were observable in forensic
artifacts (PCAPs, host logs, EDR telemetry).

The analysis reveals substantial overlap between StealthCup
activity and real-world campaigns. Out of the Volt Typhoon tech-
niques, 28 were directly applicable to our testbed, and all of them
were exercised during the competition, as confirmed through man-
ual forensic analysis of collected data. Of these, 19 techniques were
described in attacker writeups and 9 were confirmed in forensic
traces (e.g., Remote Service Discovery, User Discovery, Network
Configuration Discovery, Process Discovery). Some reconnaissance
techniques common in real-world intrusions (e.g., organizational
or external network discovery) were not modeled in our scenario
and thus not applicable in StealthCup. The full comparison results
are provided in Appendix A.

Overall, the triangulation of applicability, participant writeups,
and forensic traces demonstrates that the attacks carried out during
StealthCup elicited behavior closely aligned with state-sponsored
TTPs. This confirms that the resulting datasets and IDS evaluations
are not synthetic or contrived, but grounded in realistic adver-
sary tradecraft, making them suitable for IDS benchmarking and
research.

7 DISCUSSION AND LIMITATIONS
7.1 Interpretation of Results
The evaluation results demonstrate that the majority of malicious
activity remained undetected by the deployed IDS solutions across
the analyzed competition runs. This indicates that participants
were able to circumvent detection mechanisms, a behavior further
encouraged by two design choices: (i) near real-time feedback on
triggered detections, and (ii) the ability to reset both the infrastruc-
ture and scoring to start new runs. As shown in Figure 5, steep
downward changes in detection scores along the timeline suggest
that teams quickly adapted their strategies once they understood
the consequences of their techniques.

The implemented attack chains in the IT domain primarily tar-
geted Active Directory (AD). These attacks could be executed from
an attackermachine not joined to theWindows domain and thus not
fully monitored by HIDS or EDR solutions. This design encouraged
contestants to focus on techniques detectable only by observing

impact (e.g., abnormal logons, privilege escalations) rather than
malware execution blocked at the endpoint.

MITRE ATT&CK Evaluations offer a valuable comparison point.
While MITRE focuses on endpoint scenarios with pre-defined TTPs
(e.g., the 2024 evaluations centered on ransomware and APT cam-
paigns), StealthCup extended this approach to multi-stage AD- and
OT-centric intrusions. By treating high-scoring contestant runs
as distinct “threat actors” and their writeups as ground truth, we
obtained insights into IDS performance across AD compromise and
lateral movement phases that MITRE evaluations do not cover.

False positive rates (FPR), summarized in Table 2, revealed strik-
ing differences between commercial and open-source systems. Com-
mercial solutions such as Vendor A EDR1 and Vendor B NIDS1
produced relatively few alerts but also detected fewer attacks. By
contrast, open-source systems (Wazuh, Suricata) generated many
more alerts, with Wazuh exhibiting particularly high false-positive
rates. This effect is partly explained by Wazuh treating benign
events (e.g., successful user logons) as low-severity alerts, which in-
flates the alert volume and complicates analysis for SOC operators.

7.2 Reflections and Lessons Learned
Because all contestants operated against identical infrastructures,
they exploited the same vulnerabilities. Nevertheless, detection
outcomes varied significantly across teams due to different tool-
ing and attack chains. For instance, using net.exe executed via a
C2 agent on a domain controller was detected by EDR, whereas
executing the same command via a PsExec-like tool was not. Tech-
nique T1558.004 (Steal or Forge Kerberos Tickets: AS-REP Roasting)
should have been detected but attackers appear to have circum-
vented the detection logic, while T1039 (Data from Network Shared
Drive) was caught in earlier runs via honey token files but subse-
quently avoided by participants. These cases illustrate both blind
spots in IDS products and the brittleness of certain detection rules.

Improving ground truth quality is critical. Currently, attacker
write-ups were only required for the final validated run, preventing
us from analyzing how techniques evolved across earlier attempts.
Mandatory, timestamped logging of each attacker action in a struc-
tured format would enable finer-grained attribution and improve
reproducibility. The reset-and-randomize mechanism enabled par-
ticipants to explore vulnerabilities during early runs and refine
their strategies in later attempts, as reflected in score progressions
(Figure 5). While this design lowered entry barriers and encouraged
learning, it reduced the fidelity of ground truth for IDS evaluation.
A stricter competition format with only one permitted run would
provide higher-quality attack chains but substantially increase dif-
ficulty.

Future scenarios could extend realism by modeling endpoint
compromise through phishing-based initial access. This would re-
quire contestants to craft malware payloads delivered via phishing
emails, executed on designated victim endpoints, and subsequently
controlled via C2 infrastructure. Such an extension would more
closely mirror real-world campaigns. Finally, the large number of
low-severity alerts in Wazuh demonstrated that benign telemetry
(e.g., user logons) can both aid forensic reconstruction and over-
whelm SOC analysts in daily operations. Their utility thus depends
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Figure 6: Comparison of MITRE Eval [30] coverage (left) and alert/score profiles (right) for Teams 2 (Ent./OT Cup), 6 (Ent. Cup Winner) and 9. (Ent. Cup)
heavily on integration with correlation rules or higher-level ana-
lytics.

The one-day format limits evaluation of long-term threat scenar-
ios such as slow reconnaissance or delayed-activation persistence
(see Section 7.3). Future iterations could address this through: (i)
multi-day events with persistent range access, (ii) earlier release of
infrastructure specifications allowing pre-competition reconnais-
sance that mirrors real APT campaigns, or (iii) integration with
continuous red-team exercises evaluating IDS performance over
weeks or months.

7.3 Threats to Validity
We discuss limitations and threats to validity [44] organized by
the standard validity taxonomy (internal, external, construct, and
conclusion validity), and outline implications for dataset reuse.
Internal Validity.
Attacker skill diversity. StealthCup participants varied in expertise
(professional penetration testers, security consultants, academic re-
searchers) and team composition (Table 1). We mitigated potential
cross-team confounds through: (i) isolated infrastructure instances
with randomized credentials preventing cross-team information
leakage while maintaining identical attack surfaces, (ii) identical
vulnerability sets and attack vectors across teams enabling compar-
ative analysis, and (iii) multiple possible attack paths toward each
objective, allowing skill-dependent strategy selection. However,
we did not implement formal skill calibration mechanisms, such as
stratified sampling by professional experience or pre-competition
proficiency assessments, which would enable more precise charac-
terization of how attacker capability influences detection outcomes.

Future iterations could incorporate such measures to strengthen
comparability across teams.
Ground truth completeness.As discussed in Section 6.2, alert labeling
relied on manual forensic analysis and attacker-provided writeups.
Inter-rater agreement (Cohen’s 𝜅 = 0.93) indicates near-perfect
consistency, but labels reflect expert interpretation rather than
absolute truth. Potential bias sources include: (i) knowledge of
attack writeups may influence alert interpretation, (ii) post-event
labeling allows hindsight bias, and (iii) cross-system labeling by
the same analysts may introduce consistency effects. However,
the magnitude of observed differences between IDS systems (e.g.,
Wazuh 94% FPR vs. Vendor A EDR 0% FPR) unlikely to be explained
solely by these biases, and because our research questions concern
relative detection patterns rather than absolute detection rates,
labeling uncertainties affect all systems equally. Complete raw
telemetry (PCAPs, host logs, IDS alerts) has been released to enable
independent verification.
Scoring and weighting design. Penalty weights were normalized to
balance heterogeneous IDS alerting philosophies (verbose telemetry-
focused vs. selective high-confidence) rather than measure absolute
IDS value (Section 4.6). While this influenced team tactics and com-
petition rankings, our analytical findings, which techniques evaded
all IDS configurations, qualitative differences in alerting behav-
ior, and relative detection coverage, derive from binary detection
outcomes (alert generated vs. not generated) rather than penalty
magnitudes, making our key findings largely independent of spe-
cific weight values. We did not conduct formal sensitivity analysis
across alternative weighting schemes; the released datasets enable
such validation by future researchers.
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External Validity.
Scenario and infrastructure scope. The testbed was tailored to hybrid
IT/OT environments with Active Directory domains and industrial
control systems (Section 4.4). The testbed does not cover all attack
surfaces: phishing-driven initial access, supply-chain compromise,
cloud-native environments, or user-behavior-dependent attacks
are out of scope, and resilience against undisclosed zero-days was
not evaluated. The Volt Typhoon comparison (Section 6.3) demon-
strates strong alignment with state-sponsored TTPs within the mod-
eled domain. However, generalization to other infrastructure types
(e.g., cloud-only, IoT/embedded systems, air-gapped networks) or
attack contexts requiring different initial access vectors requires
further validation.
Temporal constraints. The one-day format limits evaluation of long-
term threat scenarios such as slow reconnaissance or delayed-
activation persistence. StealthCup focuses on short-term, human-
driven adaptive behaviors; multi-day events or persistent range
access would be needed to study detection rule evolution and alert
fatigue over longer horizons.
IDS configuration diversity. Findings reflect four IDS products in
specific configurations: two open-source (Wazuh, Suricata with
default and tuned rules) and two commercial (Vendor A EDR in
default and IDP modes, Vendor B NIDS). Vendor selection was
constrained by participation willingness. Results therefore repre-
sent a sample of the IDS landscape rather than comprehensive
coverage. Notably, anomaly-detection and UEBA-focused systems
requiring large-scale deployments were excluded due to testbed
size constraints. Configuration choices (default vs. tuned) signifi-
cantly affected detection outcomes (Figure 6), underscoring that
findings reflect specific deployment states rather than inherent
product capabilities.
Construct Validity.
Realism and ecological validity.While StealthCup aims to elicit real-
istic adversary behavior, several design choices affect authenticity.
Teams began from a fixed enterprise client (Kali Linux) to provide
controlled starting conditions; this models post-compromise lateral
movement but excludes initial access techniques. Active blocking
was disabled to ensure detection-onlymode, enabling uninterrupted
attack chains for benchmarking detection coverage. Near-real-time
alert feedback (Section 3.1) incentivized adaptive evasion but may
overestimate attacker knowledge of detection boundaries. Minimal
benign user activity was present, limiting the evaluation of UEBA
or anomaly-detection systems.
Evaluation metrics. Detection coverage (M1) and false-positive rate
(M2) do not capture time-to-detect, alert prioritization accuracy, or
forensic reconstructability. These additional metrics would require
attacker-side logging or extended blue-team analysis; we prioritized
participant experience and attack chain continuity over comprehen-
sive metric collection, as mandatory instrumentation would have
increased participation barriers and potentially altered attacker
behavior. The choice of metrics reflects StealthCup’s focus on de-
tection feasibility under evasion pressure rather than operational
SOC performance.
Conclusion Validity.
Sample size and statistical power. With 12 teams and 14 writeups
(some teams submitted multiple attempts after resets), statistical
inference is limited. Our findings are descriptive and comparative

rather than hypothesis-testing. Patterns such as ‘‘11 techniques
evaded all IDS configurations’’ demonstrate capability gaps but do
not support probabilistic claims about future detection rates. Repli-
cation in future competitions would strengthen generalizability.
Confounding factors. Team performance may be confounded by
factors beyond IDS effectiveness: infrastructure familiarity, tool
availability, time management, and collaborative dynamics all in-
fluence attack success. While infrastructure isolation and identical
starting conditions control for some confounds, residual variability
remains. We interpret the results as demonstrations of evasion fea-
sibility under realistic constraints rather than as causal attribution
of performance to IDS quality alone.
Implications for Dataset Reuse.

Researchers reusing the StealthCup dataset should note that alert
labels reflect expert interpretation rather than definitive ground
truth and may be re-labeled for specific objectives. Scoring weights
balance alerting philosophies for competitive fairness and do not
measure absolute IDS value; researchers should derive metrics
aligned with their specific evaluation goals. Detection patterns from
this IT/OT environment may not generalize to cloud-native, IoT,
or user-centric deployments. The dataset reflects IDS versions and
vulnerability landscapes as of March 28, 2025. Participants varied
in expertise (Table 1); without formal skill calibration, detection
outcomes reflect the interaction of IDS capability with team-specific
approaches. The released artifacts enable independent replication,
sensitivity analysis, and extension beyond StealthCup’s original
scope.

8 CONCLUSION
This first StealthCup demonstrated that an evasion-focused CTF
can generate realistic attack traces, and comparative insights into
IDS performance. By combining reproducible IT/OT infrastructures
with professional penetration testers and a stealth-oriented scoring
system, we showed that StealthCup elicits attacker behavior closely
aligned with documented APT campaigns while revealing blind
spots across both open-source and commercial IDS solutions.

Future iterations will expand StealthCup along several dimen-
sions. First, stronger ground truth will be ensured by introducing
optional agents to log attacker activity in detail—balancing accu-
racy with participant acceptance. Second, involving blue teams in
scoring and analysis can better approximate operational settings.
Third, expanding the number of initial intrusion vectors, objec-
tives, and IDS configurations will increase coverage and strengthen
generality. Together, these steps will advance StealthCup from
a domain-specific case study toward a reusable methodology for
benchmarking IDS under stealth-focused, human-driven attacks.
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A COMPARISON OF VOLT TYPHOON TECHNIQUES WITH INFRASTRUCTURE ANDWRITEUPS

Table 3: Volt Typhoon techniques vs. StealthCup: applicability (App), forensic evidence (For), and count of team writeups mentioning the technique (Wr).

Tactic Technique VT App For Wr

Reconnaissance Search Victim-Owned Websites - T1594 ✓ ✓ ✓ 10
Gather Victim Identity Information: Email Addresses - T1589.002 ✓ ✓ ✓ 10
Gather Victim Org Information - T1591 ✓ 0
Gather Victim Network Information - T1590 ✓ 0
Gather Victim Identity Information - T1589 ✓ ✓ ✓ 10
Search Open Websites/Domains - T1593 ✓ ✓ ✓ 10
Gather Victim Host Information - T1592 ✓ 0

Resource Development Obtain Capabilities: Exploits - T1588.005 ✓ ✓ ✓ 13
Acquire Infrastructure: Botnet - T1583.005 ✓ 0
Compromise Infrastructure: Botnet - T1584.005 ✓ 0
Compromise Infrastructure: Server - T1584.004 ✓ 0

Initial Access External Remote Services T1133 ✓ ✓ ✓ 13
Valid Accounts T1078 ✓ ✓ ✓ 14
Exploit Public-Facing Application T1190 ✓ 0

Execution Command and Scripting Interpreter: PowerShell - T1059.001 ✓ ✓ ✓ 1
Command and Scripting Interpreter: Windows Command Shell -
T1059.003

✓ ✓ 6

Windows Management Instrumentation - T1047 ✓ ✓ ✓ 0
Command and Scripting Interpreter: Unix Shell T1059.004 ✓ ✓ ✓ 0

Persistence Modify Registry - T1112 ✓ ✓ ✓ 0
Create Account: Domain Account - T1136.002 ✓ ✓ 10
Account Manipulation: Additional Local or Domain Groups - T1098.007 ✓ ✓ 11

Privilege Escalation Exploitation for Privilege Escalation - T1068 ✓ ✓ ✓ 2
Scheduled Task/Job: Scheduled Task - T1053.005 ✓ ✓ 3

Credential Access Brute Force: Password Cracking - T1110.002 ✓ ✓ ✓ 5
Steal or Forge Kerberos Tickets: AS-REP Roasting - T1558.004 ✓ ✓ 4
Steal or Forge Kerberos Tickets: Kerberoasting - T1558.003 ✓ ✓ 2
OS Credential Dumping: NTDS T1003.003 ✓ ✓ ✓ 2
Unsecured Credentials T1552 ✓ ✓ ✓ 1
Credentials from Password Stores: Credentials from Web Browsers -
T1555.003

✓ ✓ ✓ 0

Adversary-in-the-Middle: LLMNR/NBT-NS Poisoning and SMB Relay -
T1557.001

✓ ✓ 4

Steal or Forge Authentication Certificates - T1649 ✓ ✓ 10
Credentials from Password Stores: Password Managers - T1555.005 ✓ ✓ 1

Discovery Network Service Discovery - T1046 ✓ ✓ ✓ 11
Remote System Discovery - T1018 ✓ ✓ 0
Account Discovery: Domain Account - T1087.002 ✓ ✓ ✓ 8
Permission Groups Discovery - T1069 ✓ ✓ ✓ 6
Connection Proxy - T1090.002 ✓ 0
System Owner/User Discovery - T1033 ✓ ✓ ✓ 0
System Network Configuration Discovery - T1016 ✓ ✓ ✓ 0
Indicator Removal: File Deletion - T1070.004 ✓ ✓ ✓ 0
Application Window Discovery - T1010 ✓ 0
System Service Discovery - T1007 ✓ ✓ ✓ 1
File and Directory Discovery - T1083 ✓ ✓ ✓ 5
Process Discovery - T1057 ✓ ✓ 1
Account Discovery: Local Account - T1087.001 ✓ ✓ ✓ 0

Lateral Movement Use Alternate Authentication Material: Pass-the-Hash - T1550.002 ✓ ✓ ✓ 9
Remote Services: SMB/Windows Admin Shares - T1021.002 ✓ ✓ 3
Remote Services: Remote Desktop Protocol - T1021.001 ✓ ✓ ✓ 3
Use Alternate Authentication Material: Pass the Ticket - T1550.003 ✓ ✓ ✓ 0
Remote Service Session Hijacking - T1563 ✓ 0
Remote Services: Cloud Services T1021.007 ✓ 0
Remote Services: SSH - T1021.004 ✓ ✓ 14
Remote Services: Windows Remote Management - T1021.006 ✓ ✓ 2
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